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1 N BBEDEHHE

Henb3s oTpunats Toro ¢akra, 9To HHYOPMAIMOHHO — TEICKOMMYHHKAIOHHAS
ceTh «/HTEpHET» BCe TeCHEE MPOHMKACT B HAIIy C BaMHU KU3Hb. JIJIs1 OMHUX OH CTal
HCTOYHMKOM 3HAHWH, M1 APYTHX UCIOJIb3yeTcs B paboTe, KTO-TO HAIIEN ¢ MOMOLIBIO
WHTepHeTa apy3ei, a KTO-TO Jae CMOT HAJIAAUTh CBOIO JIMYHYIO )KH3HB. BoibIIMHCTBY
U3 HAC JIOCTATOYHO CIIOJKHO MPEICTaBUTh JICHb 03 OHJIAH — OOIICHHS C JAPY3bsIMH,
MPOCMOTPA CBEKUX HOBOCTEH MM HOBBIX POJIHKOB.

DT0 MOATBEPKIACTCS M Pe3yIbTaTaMU COLMATbHBIX HccaenoBanuid. Tak, cormac-
HO gaHHbIM Donga «OO0IIECTBEHHOE MHEHME» 110 COCTOSHUIO Ha KOHel[ BecHbl 2017
roga obIiee KOJNMYECTBO Tonb3oBarenell cern Mureprer B Poccum B BoO3pacte oT
18 net u cTapme cocraBuino 82,4 MITH. 4eNOBEK IIPH CYTOYHOH aynuTopuu HTepHETa B
71,6 MJIH. YeJIOBEK.

Bwmecre ¢ TeM, ciieyeT MOMHUTB, 4TO, HECMOTPS Ha BCE MPEUMYIIECTBA, KOTOPBIE
IpefocTaBisieT HaM MHTepHeT, OH MOKeT OBITh MCIONB30BAH Il HAHECEHHUs Bpesa
Bam, Banmm 6mi3kum n Bamemy nmymiectsy.

PasnuuHOro poaa MOLIEHHHKH, MpecaeoBaTeNll, Pa3HOOOpa3HbIe BUPYCH — BCE
9TO MPEJCTABILIET YIPo3y JUIs KaKI0ro nojbs3oBatens cetn Murepuer. bonee Toro, ko-
JIMYECTBO MOJOOHBIX YTPO3 MOCTOSHHO PacTeT.

Taxk, 3a omuH Tonmbko BTopoi kBapTan 2017 roma JlaGoparopueit Kacmepckoro
Ob110 oOHapyxeHo 16 119 489 yHuKaIbHBIX BPEZOHOCHBIX MPOTPaMM, a 3a TMEPHO C
utonst 2015 r. mo utonb 2016 1. B Poccuu B 5,5 pa3a BbIPOCIIO YHCIIO HECAHKIIMOHUPO-
BaHHBIX CHATHH JEHEKHBIX CPEICTB CO CUETOB JepikaTelieil 0aHKOBCKMX KapT depes
HHTEPHET-OAHKUHT.

[TosiBAAIOTCS M COBEPILICHHO HOBBIE OMACHOCTH, TaKHE KaK TPAarHYHO MPOTrPeMeB-
e Ha BCIO CTPaHy «TPYIIbBI CMEPTH», MPE/CTABIIONINE Cepbe3HbIe OMACHOCTh JUIS
(M3MYECKOTO U TICHXOJIOTHIECKOTO 3/I0POBbs JIETEH.

Bce 310 roBopuT 0 TOM, YTO NPH UCHONIB30BaHUH HTEpHETA HEOOXOAMMO TIPO-
ABJIATH KPAHHIOI0 BHUIMATENBHOCTD U OCTOPO’KHOCTD

MBbI HaJieeMCst, 9YTO 0O3HAKOMIICHHE C JIAHHOM OpOIIIopoit mo3BoauT Bam Oosee rpa-
MOTHO MOJIOMTH K MOJIb30BAHAI0 HHPOPMAIIMOHHO — TEIEKOMMYHHKAI[HOHHON CETHIO
«/HTEepHET» 1 N30€kKATh, TAKUM 00pa30M, BO3ZMOKHBIX OMACHOCTEH.



OTBETCTBEHHOCTb 3A NNPABOHAPY LLIEHNA

B CETW «WHTEPHET?

Homnume! Omeemcmeennocms 3a npagoHapyuieHus 6 GUPMYanbHOM
RpoCMpancmee HACHYRAem no peanlbHviM 3aKoHam!

PACITPOCTPAHEHUE SKCTEMUCTCKHUX
MATEPHUAJIOB B CETH HHTEPET

C 1enblo MPOTHBOJCHCTBUA TAKMM HETAaTHBHBIM SIBICHUAM, Kak SKCTPEMHU3M,
KceHo(oOHs, MPOSBIECHNE HETEPIHMOCTH PA3HOTO TOJKA, PACOBOW, HAIMOHAJIBHOM
WIN PENUTHO3HONH PO3HHM, CBS3aHHOI C HACWJIMEM HIJIM HPU3bIBAMH K HACWIIMIO OBLI
n3nan Denpepanpupiil 3akoH Ne 114-D3 ot 25 mrong 2002 r. «O mpoTUBOACHCTBUU
9KCTPEMHCTCKOH JIeATEILHOCTIY, KOTOPBIA OIpEeNiI, 4To Ha Tepputopuu Poccuu
3alpelaeTcs M3aHue M PaclpoCTpaHEHHE MEeYaTHbIX, ayuo-, ayJHOBH3YaJIbHbIX
MHBIX MaTepHaJIOB, COACPIKAIIMX NMPU3HAKH SKCTPEMHUCTCKON JeATENbHOCTH. B cTatbe
12 ®epepanbHoro 3akoHa «O NPOTHBOJEHCTBHH JKCTPEMUCTCKOH JEATEILHOCTID
YCTaHaBJIMBAETCS MPSAMOM 3alpeT Ha MCIOIb30BaHHE CETeH CBSI3M OOIIEro MOJb30Ba-
HUSL IS OCYILECTBIICHUS SKCTPEMUCTCKOM IeATENbHOCTH.

HesakonHas nHpOpMaNus SKCTPEMUCTCKOTO TOJIKA TIPECiIeyeTCst IPaBOOXPaHH-
TEJIbHBIMH OpraHaMH M B HH()OPMALMOHHO-TEJICKOMMYHUKAIIMOHHBIX CETAX OOIIEro
nonb3oBanust (MHTepHeTe), qaxke ecin HOCHTENs MHPOPMALUK CIOKHO 0OHAPYKUTH
WM 110 KaKUM-TO IPHYMHAM OH HE MOKET OBITh IPE/ICTABICH B MaTepHATIBLHON (hopMe
(mMCK, HAKOTIUTEIb, IUCKETA | T.J1.) CICACTBUIO WX Cy1y. B OCHOBHOM 3TO CaiThl, rzie
BO30Y>KaeTcst Bpaxk/ia ¥ HEHABUCTh K IIPEICTABUTEIAM JIPYIUX HApOJOB, COAEPKATCS
MIPHU3BIBBI K OCYIIECTBICHUIO SKCTPEMHCTCKOI IESTENBHOCTH, MPEIOKEHHS 00 yCIry-
rax KMIUIEpoB, HHGOPMAIIHS [0 MPUTOTOBJICHHIO B3PhIBYATHIX BEIIECTB.

Jluia, BUHOBHBIE B HE3AKOHHOM H3TOTOBJICHNH, PACIPOCTPAHEHNH U XPAHEHUH B
LENsIX JaTbHeHIIero pacupoCcTpaHEeHNs SKCTPEMUCTCKUX MaTepHaioB, IPHBICKAIOTCS
K /[MHHUCTPATUBHOI JINOO yrOJIOBHOI OTBETCTBEHHOCTH.

IMPOMMATAHJIA, HE3BAKOHHASA PEKJIAMA
HAPKOTHYECKUX CPEJNCTB
N NICUXOTPOIIHBIX BEIIIECTB

B cuny n. 1 crareu 6.13 Kogexca P® 06 aaMUHUCTpaTHBHBIX TPABOHAPYILICHHU-
SIX TIpoIaraHja JM00 He3aKOHHAs peKksiaMa HapKOTHYECKHUX CPEJCTB, MCHXOTPOITHBIX
BEIIECTB — BIICUET HAIOKEHUE aAMUHUCTPATHBHOTO ITpada Ha rpaxkaaH B pa3Mepe
OT YeTBIPEX THICSY JIO MSITH ThICSY pyOeil ¢ KoH(pHCKalei peKIaMHOI TPOIYKIMH U
000pyI0BaHM, HCIIOIB30BAHHOTO IS €€ N3TOTOBJIEHNS; HA TODKHOCTHBIX JIMI] — OT CO-
pOKa THICSY IO MATHACCATH THICSY PyOIel; Ha JUIl, OCYIIECTBISIONUX MPeATPHHIMA-
TENBbCKYIO IEATENBHOCTD 0€3 00pa30BaHKs FOPHAMYECKOT0 JIUIA, — OT COPOKA THICAY J10
ISITHAECSTH THICSY pyOuIelt ¢ KoHpUCKanyel peKIaMHON IPOIYKIIHH 1 000pyJ0BaHNS,
UCIOJB30BAaHHOTO JUISl €€ M3TOTOBIECHUS MO0 aAMUHUCTPAaTHBHOE MPHOCTAHOBICHHE
JeSITENBHOCTH Ha CPOK /10 JAEBSHOCTA CYTOK C KOH(HUCKAILMEH PeKIaMHOM MPOIYKIHH
1 000pyI0BaHHUS, HCTIOJIB30BAHHOTO JUIS €€ M3TOTOBJICHHUS; HA IOPHANYECKHIX JIUI] — OT
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BOCBMHCOT TBICSY 10 OTHOTO MIJIIHOHA pyOIiell ¢ KOH(pUCKAIel peKIaMHON MPOAyK-
UK 1 000pY/I0BaHMUSI, HCTIOIB30BAHHOTO [UIS €€ M3TOTOBICHHUS JTU00 8 IMUHHCTPATHB-
HOE NPHOCTAHOBJICHNE AEATENHHOCTH Ha CPOK 0 JEBSHOCTA CYTOK C KOH(HCKarmei
PEKIIAMHO# MPOAYKIKU U 000DPYA0BAHHSI, HCIIOIB30BAHHOTO /ISl €€ H3TOTOBICHHSL.

B coorBercTBUM ¢ oM. «Oo» 1. 2 cratbu 228.1 YronosHoro koxexca PD cObiT
HApKOTHYECKUX CPEJICTB, IICHXOTPOIHBIX BEIIECTB MM HX aHAJIOTOB, COBEPIICHHBIH C
HCIIONIb30BaHUEM CPE/ICTB MACCOBOM MH(POPMAIIUHK JIHO0 NEKTPOHHBIX WK HHOpMa-
[IMOHHO-TEJIEKOMMYHHUKALMOHHBIX ceTell (BKiouas ceth «VHTepHeT»), — HaKa3bIBaeT-
Cs1 JINIIEHNEM CBOOO/IBI Ha CPOK OT ITATH 0 JBEHAIATH JIET CO MITPadoM B pazmepe 10
ISITHCOT ThICSY pyOuIeit nim B pazmepe 3apaboTHOM MIIaThl WM HHOTO JOX0/1a OCYK/ICH-
HOTO 3a MMEPHO/I 10 TPEX JIET JTMO0 O€3 TAKOBOTO U ¢ OTPAHUYCHUEM CBOOO/IBI Ha CPOK 710
OJIHOTO roja b0 Oe3 TaKOBOTO.

KJIEBETA B CETH HHTEPHET

CBezieHHs! IPU3HAIOTCS TTOPOYAIINME YECTh, JOCTOMHCTBO M JEJIOBYIO PEITy-
TAIUIO, €CITH OHU HE COOTBETCTBYIOT AEHCTBUTENBLHOCTH, IPHIEM OpeMst TOKa3bIBAHUS
JIOKUT HAa CyOBEKTE, UX PACHPOCTPAHSIONIEM, B cOOTBeTCTBUM ¢ 1. 1 ¢T. 152 T'K PD.
[TopowanmmMu SIBISIOTCS CBEACHHS, COJEPKAIINE YTBEPIKICHAS O HAPYLICHHU CYOb-
eKTOM MJIH OpTaHM3aIuell AeHCTBYIONIEro 3aKOHOAATENbCTBA HIIM MOPATBHBIX TIPHH-
IUIIOB (O COBEPUICHHUH HEYECTHOI'O IOCTYIIKA, HENPABUJIBHOM ITIOBEACHUU B TPYJ10BOM
KOJUICKTHBE, OBITY), W JIPyrHe YTBEP)KACHHS, IOPOYAINie MPOU3BOCTBEHHO-XO03SH-
CTBEHHYIO U O0IIECTBEHHYIO AESTENBHOCTD, AENOBYIO PEMyTAINIO, YMATAIOINE YeCTh
1 JI0CTOUHCTBO.

K pacnpocTpanenuio cBe/IeHNH, TOPOYAIINX YECTh M JJOCTOMHCTBO TPaXKIaH HITH
JIETIOBYIO PEMyTAIHIO TPaXKAaH M opuandeckux jmi, [Inenym Bepxosaoro Cyna PO
OTHOCHT, B TOM YHCJIe, U PACIPOCTpaHEHUE B CeTU VIHTepHeT.

B cootserctBum co ct. 151 1 152 'K PO ucren B cyze MoxeT TpeOOBATh:

1. mpeceyeHus AaTbHEHIIEro pacnpocTpaHeHns nHpopmanu B CeTH, a Takxke ee
OIPOBEPIKEHUE TEM HKE CIIOCOOOM, KOTOPBIM OHa OblIa PaCIpPOCTPAHEHA;

2. VMYIIECTBEHHON OTBETCTBEHHOCTH OTBETYHKA (KOMIIEHCAIWS MOpPAIBLHOTO
Bpeia, BO3MeNICHNE YOBITKOB).

B cootBerctBuu ¢ u. 2 cr. 128.1. YK PO xinesera, conepxaruascs B my0anaHOM
BBICTYIUICHUH, ITyOJIMTHO IEMOHCTPHPYIOIIEMCS TIPOM3BEICHUH MU CPeICTBAX Macco-
BOI HH(pOpPMAIMH, — Haka3bIBaeTcs mMTpadoM B pasMepe 10 OJHOTO MIJUTHOHA pyOmneit
WK B pazmepe 3apaboTHOI 1Tkl WIIM MHOTO J0X0/a OCYXKICHHOTO 32 HEPHO 0 OJI-
HOTO roj1a JTN00 00s13aTeNbHEIMU paboTaMy Ha CPOK JI0 ABYXCOT COPOKA YacoB.

MOIIEHHUYECTBO, CBA3AHHOE
C BJIOKHPOBAHUEM ITPOT'PAMMHOI'O OBECIIEYEHUSA
KOMIIBIOTEPOB
MOJb30BATEJEN CETH HHTEPHET

B Hacrosiiee Bpemst 10CTaTOYHO PaCPOCTPAHEHHBIMHE SIBJISIOTCS CIIy4an MOIICH-
HHYECTBA, B OCHOBE KOTOPOTO JISKHT HCIOJIB30BAHUE BPEIOHOCHBIX HPOrpaMM C Iie-
JIbI0 OJIOKUPOBAHMS MPOrPAMMHOTr0 00eCIeueHUs KOMITBIOTEPOB Mob3oBateneit Cetn
Wntepner. C npaBoBOii MO3UIMY ONHCAHHBIE IESHHS HEOOXOAUMO KBATH(UIMPOBATH
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no ct. 272 YK PO — «HenpaBoMepHBIil JOCTYI K KOMITBIOTEPHOH HHbOpMALHI, IO
cT. 273 YK PO — «co3nanue, UCIOIb30BaHUE U PACIIPOCTPAHEHUE BPEIOHOCHBIX KOM-
MBIOTEPHBIX MIPOTPAMMY, a B CITyJasX KOT/Ia, yKa3aHHOE IPABOHAPYIICHHE TTOBICKIIO 3a
co00li XHIIEHNnE TyKOT0 UMYIIECTBA MM MPHOOPETEHNE MpaBa Ha 4y)KOE€ UMYIIIECTBO
—10 cT. 159.6 YK P® «MomeHHN4ECTBO B chepe KOMIBIOTEPHOH HH(OpMALim».

XUHIEHUS, COBEPITAEMBIE C IOMOUIbIO
CETHU UHTEPHET 1 KOMIIBIOTEPHOU TEXHUKHA

Llenb (pMHAHCOBBIX NMPECTYILICHUH, COBEPIIAEMBIX B KOMITBIOTEPHOH CETH, — I10-
Jy4eHHE HE3aKOHHOH BBITO/IBI C MOMOIIBI0 KOMITBIOTEPHBIX TEXHOIOTHH.

B 3aBucuMocTH 0T criel)HKH COBEPIICHHUS TaKHe JESTHHS KBATH(UIUPYIOTCS TI0
cT. 158 YK P® — «Kpaxar, o ct. 183 YK P® — «He3axkoHHbIe HOIyueHYE U pa3rialie-
HHE CBEJICHUH, COCTABIIAIONINX KOMMEPUECKYI0, HATIOTOBYIO HIIH OAHKOBCKYIO TaifHY»,
o c1. 187 YK P® — «HenpaBomepHsIit 000poT cpencTs miatexei» u mo cr. 272 YK
P® — «HenpaBoMepHBII TOCTYI K KOMIBIOTEPHON HH(POPMALIIMY.

HAPYHIEHUE ABTOPCKUX IIPAB
B CETU UHTEPHET

Topueckoe npomsBeeHne, 3aGUKCHPOBaHHOE B IU(POBOI opMme, MPU3HACTCS
00BEKTOM aBTOPCKOTO MpaBa. JJaHHOE MPaBHII0 03HAYAET, YTO MOPSI0K HCTIOIb30BAHNUS
npowusBesieHus B MHTepHETE (1aXke eciiM Takoe Ipou3BeeHne KpoMe Kak B IHTepHeT
00JIbIITe HUT/IE HE CYIIECTBYET) SBIACTCS TOYHO TAKMM K€, KaK H B CITydae HCIOJIb30Ba-
HUS JTF000T0 TIPOU3BEJICHNUS B PEATbHOM MUPE, @ HE B BUPTYaTbHOM.

3a HapylIeHHe aBTOPCKUX M CMEKHBIX IPaB, a TAKXKE M300peTaTebCKuX U Ia-
TEHTHBIX NPaB Ha WH()OPMAIMOHHBINH 00BEKT (IPOM3BECHNE), Pa3MEICHHBIH U pac-
HpOCTpaHsAeMbIii B ceTr FIHTEepHET, 3aKOHO/aTeIbCTBOM TIPE Iy CMATPHBAIOTCS TPaXaaH-
CKO-IIpaBoBas (IpeceueHre POTUBOIPABHBIX ACHCTBUMN, IPEKpaleHUE JeATeIbHOCTH
IOPHAMIECKOT0 JIMIA WM HHANBUIYAIBHOTO MPEATPUHIMATEIS, BO3MEIIEHHE BPe/a B
HaType, BO3MEIIEHNE NPUUMHEHHBIX YOBITKOB, KOMIIEHCAIHS, aPECT U YHUUTOXKECHHE
KOHTpa(aKTHBIX MaTepHaJIOB 0e3 KOMIICHCAIINH, YHHUITOKEHHE 000y J0BAHHS 32 CUET
Hapymmmrens — ct. 12, 1082, 1302, 1252 I'K P®; kommneHcanust MOpaabHOTO Bpeia — CT.
151 I'K P®), agmMunucTpaTuBHAs (a AMMHUCTPATUBHBIN IITpad, KOHQUCKALUA Opyausl
WK TipeaMeTa npaBoHapyuieHust — ct. 7.12 KoAIl P®) u yronosHas (mrpad, apecr,
THIIeHUE cBOOOBI — cT. 146, 147 YK P®) 0TBETCTBEHHOCTS.

Kpowme Toro, cregyer moMHUTS, 4To [IporpaMMsl, KHUTH, My3bIKY KOTOpPBIE HOJIb-
30BaTeNb UIIET B MHTEPHETE C IIOMCKOBBIM 3alIPOCOM «CKayaTh OECIUIATHO» MOTYT CO-
JepsKaTh BUPYCHI M TOAMNCKH HAa KOHTEHTHBIE CEPBHCHL.



MEPCOHAJIbHBIE [JAHHBIE
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2.1. Yo Takoe nepcoHa/IbHbIEC JAHHBIE H 104eMY OHH TAK BaXKHbI?

Cornacuo ®enepansaomy 3axony Ne 152-03 «O mepcoHanbHBIX TaHHBIX»:

Iepconansusie dannvie — n100as unGopmayus, OMHOCAWASCS K NPAMO Ul KOC-
6EHHO ONPEeOeeHHOMY ULl ONPedeseMOMy Qu3Uueckomy auyy (CyObeKmy nepcoHanb-
HbIX OAHHbIX).

Te. nepcoHasbHbIE JaHHBIC — 3T0 HHPOPMAIHS O KOHKPETHOM YellOBEKe. DTO Te
JIaHHBIC, KOTOPBIC MMO3BOJISIIOT HAM Y3HATh YENOBEKa B TOJIE, HICHTUDHUMPOBATH U
OIPE/IETUTh KAK KOHKPETHYIO JTUYHOCTh. TaKuX MACHTHOHUIMPYIOUIMX JAHHBIX OrPOM-
HOE MHOKECTBO, K HUM OTHOCATCS: (paMUIIHs, UMS, OTYECTBO, aTa POK/ICHHUS, MECTO
POXJICHHS, MECTO JKUTENIBCTBA, HOMEp TeledOHa, aapec HEKTPOHHOI 1MoUThl, HOTo-
rpadus, BO3pacT U Ip.

I[TepcoHanbHble IaHHBIE HE CTOMT MYTaTh C JWYHBIMU TaHHBIMH. JINUHbBIC JaH-
HBIC — 3TO BOOOIIIE COBOKYITHOCTh BCEX JAaHHBIX 0 moib3osareie B Ceru. Hampumep,
JIaHHBIE O TEOJOKAIMH, CTATHCTUKA 110 HANOOJIee MOCEIIaeMbIM HHTEPHET-CTPAHUIIAM,
(ororpaduu u 1.

KoMy Hy:KHbBI BalIu mepcoHabHbIe JaHHbIe?

*  80% npecTymHUKOB OepyT HHPOPMAIIUIO B COIL. CETSIX.

*  JlnuHas MHOPMAIHS UCTIONB3YETCS TS KPaXKH MapOIIeH.

*  Jlnunas uH(pOPMALHUS UCTIONB3YETCs [T COBEPILICHHUS TAKUX MPECTYILICHUN

Kak: IIaHTaX, BHIMOTaTeIbCTBO, OCKOPOJICHHE, KICBETA, KUIHCIITHHT, XHIIICHHUE.

OrmiepaTopbl U WHBIE JHIIA, MOMYYUBIINE JOCTYI K IEPCOHATBLHBIM JTAHHBIM, 005-
3aHBI HE PACKPBIBATH TPETHUM JIULIAM H HE PACIIPOCTPAHSTH IEPCOHATBHBIC JaHHbIE Oe3
comiacys CyObeKTa NepCoHaIbHBIX JaHHBIX, €CIIM MHOE He TIPeIyCMOTPEHO (eepab-
HBIM 3aKOHOM.



CyOBeKT TepcOHANBHBIX TAHHBIX MPUHMMAET PEIICHHE O MPEeJOCTAaBICHUH €TO
TNIEPCOHANIBHBIX JJAHHBIX U JIaeT COINIACUE Ha UX 00paboTKy cBOOOIHO, CBOEH BONCH U B
CBOEM HHTEpece.

O06paboTKa TIepCOHANBHBIX TaHHBIX JTOMYCKACTCS B CICAYIONIHX CIydasx:

1) 06paboTKa MepCOHANBHBIX JAHHBIX OCYIIECTBISETCS C COIIAcHsl CyObeKTa ep-
COHAJIGHBIX JJAHHBIX Ha 00pabOTKy €ro MepcoHaIbHBIX TaHHBIX;

2) 06paboTKa mepcoHaTbHBIX JaHHBIX HEOOXOANMA ISt TOCTHKCHUS [ENeH, mpen-
YCMOTPEHHBIX MEXIYHApOAHBIM JoroBopoM Poccuiickoit denepauny uinm 3aKOHOM,
JUIl OCYLISCTBIICHHSI M BBINOIHEHHSI BO3JIOKEHHBIX 3aKOHOJATelNbcTBOM Poccuiickoit
®enepannn Ha oneparopa GyHKIHMI, MOTHOMOUYHI U 00S3aHHOCTEH;

5) 0OpaboTKa MEepPCOHANBHBIX TAaHHBIX HEOOXOAUMa ISl UCIOTHEHHUs JIOrOBOpa,
CTOPOHOHM KOTOPOTO JIMOO BBITOZONPHOOpETaTeNeM MM IIOPYYHTENeM MO KOTOPOMY
SIBISIETCS CYyOBEKT MEpPCOHANBHBIX JAHHBIX, a TAKKe JUIS 3aKIIOUCHHS J0TOBOpA IO
MHULMATIBE CyObeKTa MEePCOHAIBHBIX JAHHBIX WM JIOTOBOPA, 0 KOTOPOMY CyOBEKT
NIePCOHAJIBHBIX JAHHBIX OY/ET SBISTHCS BBITOONPHOOPETATENeM I OPYIUTEIIEM;

6) 00paboTKa MepcoHaTbHBIX JAHHBIX HEOOXOIMMA TS 3aIUThI JKU3HH, 30POBbS
WA UHBIX KU3HEHHO BAXKHBIX UHTEPECOB cy61)e1<Ta NIEPCOHAJIBHBIX TAHHBIX, €CJIN M0~
JIy4eHHUe corIacus cyObeKTa MepCOHANBHBIX JaHHBIX HEBO3MOXKHO;

7) 006paboTKa MEepCOHANBHBIX JaHHBIX HEOOXOIMMA ISl OCYLIECTBICHUS MIPaB U
3aKOHHBIX MHTEPECOB ONePaTopa WM TPETHUX JIUL MO0 IS JOCTHKEHHUS 00IIEeCTBEH-
HO 3HAQYMMBIX IIeJIeH TP YCIIOBHH, YTO IIPU 3TOM HE HapyIIaroTcs IpaBa U CBOOOJIBI
CyOBeKTa IepCOHANBHEIX JAHHBIX;

11) ocymecTseTcst 06pabOTKa MEPCOHANBHBIX JIAHHBIX, TIOIEKAMNX OMyOIH-
KOBAHHIO WJIN 00513aTeIIEHOMY PaCKPBITHIO B COOTBETCTBUH C (DeAepPaTbHBIM 3aKOHOM.

2.2. Kak 3al0UTHTH CBOM MEPCOHAJIBHbIE JaHHbIe?

B abcomoTHOM GOJBIIMHCTBE CIIyYaeB MBI CAMHU YKa3bIBAGM CBOH NEPCOHATBHBIC
JIaHHBIE TP PETHCTPALNH Ha caiiTax, OpOPMICHNH 3aKa30B B HHTEPHET — Mara3uHax,
3aMOJTHEHHUH NIPOQUIIST B CONMANBHBIX CETSIX I JJaXKe MPH COCTaBICHHH ITOMCKOBOTO
3ampoca.

OOparuTe BHUMaHKE, NPOJOIKask PETUCTPALIMIO Ha JII0OOM caliTe, BbI corvialiae-
TECh C IIOJIB30BATENBCKUM COIVIAIIEHIEM, CTaBs «TAJIOUYKY) IPH 3aIOJTHEHNH eT0 MOJIeH.
OOGBIYHO ITOTO IOCTATOYHO, YTOOBI PA3PELINTh BIAACNIbIAM CaliTa HCHOIH30BaTh BBE-
neHHble Bamu nanHbIe IpH paboTe ¢ ero cepBUCaMH.

Takum o0Opa3oM, MONB3ysACh CANTOM WM YCIyroi, Bel cortamaerech Ha mepe-
Jady ¥ XpaHeHue Bammx manubIX, Oyap To 1ata poxkaeHus, HOMEp MOOHIBHOTO, TIepe-
MHCKa U M00ble Apyrue JaHHbIE TMYHOTO XapakTepa. BzameH, ux 00s3yI0TCS XpaHUTh
B KOH(HICHIMAIBHOCTH ¥ HU B KOEM CITy4ae He pa3nialaTh TpeTbuM JunaM. OHaxo,
Ha JieJie, 9TO He BCEI/a TaK — JajeKo He BCEIZa CTOPOHA, OTBETCTBCHHAS 338 XPaHECHHE
Bammx nepcoHanbHBIX JaHHBIX JOOPOCOBECTHO BBINOIHACT CBOM 00s3aHHOCTH. Kpome
TOTO, HUKTO HE 3aIlHIIeH OT B3I0Ma 0a3 JaHHBIX, COAEPIKAIINX IIePCOHAIBHYI0 HHPOP-
MalUIo, WX MPOCTHIX OIMOOK M 4eJNoBedecKkoi ompomerunBoct. Hampumep, peru-
CTPUPYSCh UM aBTOPU3YACH HA CaiiTe uepe3 COLMANbHYIO CEThb, BBl Pa3pellaeTe caiTy
TIOJTyYNTh BAIIH JIMYHIC TaHHBIE H TOYHO HEM3BECTHO, KaK OH Oy/eT MU I10JIb30BaTh-
cst. TouHo Takoke M000H Balll 3BOHOK B Mara3uH MM CAJIOH aBTOMaTHIECKH BHOCHT Balll
HOMep B 0a3y Mojib30BaTeNelt 3TON KOMITaHUH.
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CaenoBaHne HeCKOJIbLKHM MPOCTBIM COBETAM BO MHOI'OM COKPATHUT YIpPo3y
HEe3aKOHHOI0 HCMOJIb30BaHus Bammux MEPCOHAJTBHBIX TaHHBbIX:

1. Orpanuusre o0beM uH(OpMamuu o cebe, Haxoxsiuedcs B MHTepHere.
Vnanmute munrane dororpadun, Buseo, agpeca, Homepa TeneoHOB, IaTy PoxKIe-
HUSI, CBEJICHUS O POAHBIX 1 ONU3KUX U HHYIO TNYHYIO HH)OPMAIIHIO.

2. He ormpasnsiite Buzeo 1 potorpaduu JIFOISIM, C KOTOPBIMU BbI TO3HAKOMH-
nuch B MIHTepHeTe U He 3HaeTe UX B pealIbHOM XKU3HU.

3. OtnpaBnsst KoMy-1u00 CBOH NEPCOHATBHbBIE JaHHBIC MM KOH(MHICHIHAb-
HyI0 HH(OpPMALHIO, YOIUTECh B TOM, 4TO apecar — IeHCTBUTEIBHO TOT, 32 KOT0
ce0s BBIIacT.

4. Ilpu HeoOXOmMMOCTH pa3MenieHus oObsBIeHUs B VHTepHeTe BOCTIONB3YHi-
TeCch BPEMEHHON CUM-KapTOH U BbIlyMaHHBIM UMeHEM. MOXKHO Takke BOCIIONb-
30BaThCs yCIyroi «BTopoii HoMep», KOTOPYIO IPeJOCTaBIA0T HEKOTOPBIE Olepa-
TOPBI MOOHIIBHOI CBA3H. DTa yCIIyra Mo3BOJIAET MOJKIIOUNTH B ITIHOM KaOHHeTe
BTOpOIl HOMEp TONBKO Ha IpHeM 3B0HKOB U CMC. 3BOHUTH € HETO HE HOIYYHUTCS.
5. Hcmonb3yiite TONBKO CIOXKHBIE TApOJH, PasHbIE IS Pa3HBIX YYETHBIX 3a-
nmceii u cepBrcoB. [lomap3oBaTeny, KOTOPbIE HCTIONB3YIOT ONH M TOT XKe Mapolib
JUIA BCEX CEPBHUCOB IPU KOMIIPOMETALMHN XOT OBl OOHOT0 U3 CEPBHUCOB MOTYT
HOTEPSTh JOCTYI KO BCEM CBOMM y4YeTHBIM 3amucsiM. IIoBTOpHOE UcHonb30BaHue
Haposneil KaTerOpUYECcKHU 3aMpereHo.

6. PeryaspHo MEHsHTE aposIy, KeJIaTelIbHO HEe PEXe pasza B MECsIL.

7. Ilo BO3MOXHOCTH HCIONB3YHTe ABYX(AKTOPHYIO aBTOPH3ALHMIO — TO Me-
TON MICHTU(UKAIMK TIONB30BATENs B KaKOM-JIMOO cepBHce (KaKk MPaBHiIo, B
WHTepHeTe) npyu MOMOIIHM 3ampoca ayTeHTU(GUKAMOHHBIX TaHHBIX JIBYX Pa3HbIX
THIIOB, 4TO 00€CTICUMBAET JIBYXCIIOHHYIO, a 3HAYHT, Oosiee ) GEKTHBHYIO 3aIuTy
aKKayHTa OT HECAaHKIIMOHUPOBAHHOTO TPOHUKHOBEHHs. Ha mpakTike 370 06b19HO
BBIIVISIUT TaK: TEpBBIil pyOeX — 3TO JIOTHH M Mapolib, BTOPOM — CHELUAbHBIN
koz, mpuxosuil mo CMC nnu s5ekTpoHHO nouTe.

8. 3aBexmute cebe aBa ampeca SNEKTPOHHOI MOYTHI — YACTHBIN, VIS EPETUCKU
(pHBATHBI U MAJIOM3BECTHBI, KOTOPBIH BB HUKOT/IA HE MyOIUKyeTe B 001e10-
CTYIHBIX HCTOYHHKAX), X IMyOIMUHBINA — IS OTKPBITOH IeATeNIbHOCTH ((OpyMOB,
YaToOB U TaK jajee.

Yrto nenarb, eciid Bol cTanm :kepTBoii HapyIeHUsI B 00J1aCTH MEPCOHATBHBIX
JAHHBIX?

B nepsyio ouepens Bam HeoOXoamMo oOpaTHTHCS B YIIONHOMOYCHHBIH OpraH
B cepe NepcoHAIBHEIX JaHHEIX — POCKOMHA®30p, a TOUHEE €ro TeppHTOPHUAIBHOE
VYnpasnenue.

B 1ensx 00beKTHBHOTO ¥ TTOJHOTO PACCMOTPEHHsT BaM HE0OX0IMMO yKa3aTh Clie-
JYIOIIYI0 HH(OPMALHIO:

1) mepeyeHb MEPCOHANBHBIX TAaHHBIX, HEIPABOMEPHO 00pabaThIBACMBIX Ha Caii-
Tax B cetu «MHTEpHETY;

2) cBeneHUs O JOKyMEHTE, YAOCTOBEpsIOeM Bamnry mudHOCT (KOIMK CTpaHHIT
HacIopTa), 1S OATBEPKACHNS PUHAICKHOCTH EPCOHATBHBIX TaHHBIX, HEIPABO-
MEpHO pa3MelleHHBIX Ha caiitax B cetH «VHTepHeT», Kk Bam, kak k cyObekTy mepco-
HAJIbHBIX JaHHbIX;
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3) TouHbIE U JOCTYIIHBIC aJpeca CTPaHHI[ CAlTOB (yKa3aTenu CTPaHHLl CaTOB B
cern «Muteprer» — URL), coneprkarue He3akoHHO 00pabaTeiBagMble (pa3MeIEHHBIE)
HEPCOHAJIBHBIC JaHHbBIC, MO3BOJISIOLIME OCYIIECTBHTH MPOCMOTDP [AHHBIX CTPAHHIL
VipapneHneM, a TaKKe CHUIMKH 9KpaHa ¢ JaHHBIMU CTPaHULIAMHU, COAepIKallue B cede
NOJHBIN afpec crpanunsl caiita (URL) u mater myOnukanum mocToB/coo0meHni, co-
JIepKalUX HE3aKOHHO 00padarbiBacMble (pa3MeIlEHHbIC) MEPCOHAIbHBIC JaHHbIC Ha
TEKyIIHit MOMEHT BPEMEHH (J1aTa) U IPpYyrHe CBEACHMUS, MOATBEPK/IAIOIINE HAPYIICHHS
TpeOoBaHHIT 3aKOHOIATEILCTBA B 00IACTH TIEPCOHABHBIX JIAHHBIX (BHIAC03AINICh dKpa-
Ha C ICHCTBUAMH, MO3BOJISAIOLIMME 3a()HKCHPOBATh HAPYLICHHS | T.IL.);

4) cBezieHHUs, YNOJIHOMOYHMBAIOIME Bac mpenctaBisth MHTEpECH (U3NYECKHX
JIHIL (KOTTHY JTOBEPEHHOCTEH ), epCOHAIbHBIE JaHHBIE KOTOPBIX pa3MeIleHbI Ha caiTax
(B cityyae HapyLICHHs MX HPaB Kak CyObEKTOB EPCOHAIBHBIX JAHHBIX ).

JlonoTHUTEILHO ClieIyeT NPeACTABUTH (IPU HAJTUYMH):

- CBEJICHMs, TOATBEpXKIatoNMe (akT HarmpapieHus Bamu B agpec aaMuHHCTpa-
LUK caiiTa (nanee — oneparop) TpeboBaHus 00 YHHUTOXKEHHH Bammx nepcoHaibHbIX
JIAHHBIX C yKa3aHHEM Ha UX HE3aKOHHOE IoyydeHHe (0e3 cormracus) ornepaTopoM N
C YKa3aHHEM TOTO, YTO OHU HE SBJIAIOTCS HEOOXOAMMBIMH JUIS 3asBJICHHOH IIeNH 00-
paboTKH (IPECTABISIETCS MPH BO3MOXXHOCTH HANPABICHUSI YKa3aHHOTO TPeOOBaHNs);

- OTBET oneparopa Ha Barue TpeGoBanne 00 yHHUTOKEHNH Balmx mmepcoHabHBIX
JTAHHBIX (TPY HAJIMYUH).

Oébpawaem enumanue na mo, YUMo 6ce UMEIUUECA C6EOCHUA 00NHCHBL OblMb
npedcmasnienst 6 aopec Ynpaeienus eOuHospemenno!

B ciydae ecnu o pesysprataM mpoBepku YipasieHne PockoMHa130pa BEISIBUIIO
HapyIIeHUE, BbIIACTCs IPEANUCaHe 00 ero yCTpaHeHHH.

Ecnmu Vipasnenne PockomHan3opa He yBujeno HapyuieHus, Bel moxere oOpa-
THUTBCS B IICHTPATIBHBIN arapar JaHHOTO BEIOMCTBA.

[Tomumo 3TOTO, BCE CyOBEKTHI EPCOHATIBHBIX JAHHBIX HMEIOT IPABO Ha 3aIIUTY
CBOUX IPaB U 3aKOHHBIX MHTEPECOB, B TOM YHCJIC HAa BO3MEIICHHE YOBITKOB M (WIIM)
KOMIIEHCAIIIO MOPAIBHOTO Bpe/ia B CyIeOHOM TOPSIKE.

OTBETCTBEHHOCTh 32 HAPYLICHHUE 3aKOHOAATEIbCTBA O MEPCOHAIBHBIX JAHHBIX
HeeyT B cootBercTBHH co CT. 13.11 KomekcoMm 00 aqMUHUCTPATUBHBIX HPABOHAPYIIIC-
Husx PO.
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3.1. Kak feiicTBYIOT MOLIEHHUKH

MOIIEHHHKH OYEHb XOPOIIO 3HAIOT MCHXOJOTHIO JIOASH M YMENO HCIOJIB3YIOT
BCIO JIOCTYNHYIO MH(OpMAIHIO, BKIIIOYAst Ty, KOTOPYIO >KEPTBA MOLICHHUYECTBA He-
BOIBHO BBIAAET mpu oOmennn. B opranmsanun Tene(OHHBIX MaXWHALUN y4acTBYIOT
HECKOJIBKO MPecTYNHUKOB. OUeHb YacTo B TAaKHE TPYIIBI BXOIAT 3JI0YMBINIICHHUKY,
OTOBIBAIOMINE CPOK B UCIPABUTEIEHO-TPYAOBBIX YUPEHKICHHUSX.

MoleHHHKH HCIOJb3YIOT CJIeIyIolHe MOTHBbI:

B OeCroKoCTBO 3a ONU3KKMX U 3HAKOMBIX;

B OecrokoiCTBO 3a CBOI Teae(oHHBIH HOMep, CUET B OaHKe Wi OAHKOBCKYIO

KapTy;

B jxenaHue BBIMTPATh KPYIHBIN TpU3;

B 11000IIBITCTBO — JKEJTAHHUE MOJTYYUTh JOCTYII K KAaKOH-TH00 HH(pOpMALNH;

B xenaHWe TOMOYb OOTBEHBIM JETSM HIIH JIFOZSIM, TOCTPAIABIINM OT CTHXUHHBIX

OencTBHIL.

ConpanbHble CETH SBISIOTCS Kiage3eM HWHGOPMALMM [T MOLICHHUKOB.
Pa3memnast qaHHBIe 0 cebe Ha CBOMX CTPAaHMYKAaxX, MBI HE 3a[yMBIBAEMCS O TOM, KTO
MO’KET 3TUM BOCIIONIb30BaThCS. Mex 1y TeM, MMEHHO Oiaroziapst HaM CaMHM, MOLLICHHH-
KaM O0OBIYHO HE COCTABIIIET TPY/a y3HATh HH(POPMALUIO O POJIICTBEHHNKAX, KOHTAKTaX,
YBIICUCHHAX CBOEH MOTEHINANBHOM JKEPTBBI, ¥ MPH BEIMAHUBAHUH JICHET BHYIIUTH J10-
BEpHE 3HAHUEM €€ JINUHOM JKU3HU.

3.2. Buap! untepuer Mmomennnyectsa. Kak zamururs ceds?

Haubonee pacnpoCTpaHCHHBIMU BUJaMU MOIICHHUYECTBA Ha I[aHHBIﬁ MOMCHT
SABIISAOTCA:
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TenegoHHOE MOLIEHHUYECTBO

CyIIICCTByIOT Haunbojee paCHpOCTpaHéHHLIe CXEMbI TC.]'IG(l)OHHOI‘O MOIICHHUYC-

CTBa. BapI/IaHTOB TOTO, KaK NPEACTABAT BaM UX MOUICHHUKH, OYEHb MHOTI'0, HO CYTh HE
MCHSACTCA.

MHU:

B O6man no Tejedony. C Bac MOTyT mOTpeOOBaTh BBIKYI WIIH B3ATKY 32 OC-
BOOOXICHUE SIKOOBI 13 OTAeaeHus nonuiuu wiu ¢ mecta [ TII Bamiero poncteen-
HuKa. UTo Jenarh: B 9TOM Cliydae IIABHOE HE MAHHKOBATh, II03BOHUTH CAMOMY
POICTBEHHHKY, €CIM HE OTBEYAET, TO MOMBITAThCSA HAWTH €ro Yepe3 Apy3eil u 3Ha-
KOMBIX.

B CMC-npocs6a o momourn. TpeOoBaHHE EPEBECTH ONPEACIEHHYIO CyMMY
Ha yKa3aHHbII HOMEp C MCIIOJIb30BAHUEM OOPAILCHUS «MaMay, «APYT», KCHIHOK)
u T.i. Yro nenars: He cremyre nepeBoanTh NeHbTH, yOCIUTECh, YTO B HUX JeH-
CTBUTENIBHO HYKJACTCs Balll POICTBEHHUK MIIM 3HAKOMBIA.

B Tenedonuslii Homep-rpadureiib. [InatHbIi HOMEp, 32 3BOHOK Ha KOTOPbIH
co cuéTa clMChIBacTCs AeHexxHas cymma. Uro nenars: He nepes3BanuBaiiTe Ha He-
3HaKOMBIE WK npeioxkeHHbie B CMC-coo0menusx Homepa Tene(oHoB.

B Bpiurpsim B J0Tepee, KOTOPYIO SIKOObI MPOBOINT PAJHOCTAHINS HIH
omnepartop cBsi3u. Bac MOTyT HOIPOCUTH OIITATHTH MONIINHY, HAJIOT U T.II., TIepe-
BECTU CYMMY Ha ONpEIeNEHHbINA CUET, COOOIIUTh MPHUILEAIINII Ha Teae(OH KOJ.
Yro fenarh: He CHEIIUTE MEePeBOIUT IEHbTH MIIH COOONIATh KaKHe-JIM0O0 JaHHbIE
o Tenedony. [To3BoHHTE MO OHUIIHANTBEHEIM HOMEpaM (YKa3aHHBIM B CIIPABOYHH-
Kax, Ha caifiTax) KOMIaHUU-OPraHU3aTopa JOTEePen UM KOHKypca, yoemuTech B
TOM, YTO Bac He OOMAHBIBAIOT.

B [litpadHble cCAaHKIMH M YTPO32 OTKJIIOYEHUs] HOMepPa SKOOBI 32 HapyIIe-
HHUE JI0TOBOPa C ONepaTopoM Balel MOOMIBHON cBA3M. UTO jenarh: M03BOHUTE
CaMH CBOEMY OIepaTopy 110 O(QHIHaIEHOMY HOMEPY, YTOYHHTE HH(OPMAIIHIO.

B OmubouHsbIi nmepeBox cpeAcTB. Bac mompocsaT mepeBecTd sKOOBI OLIM-
004HO TIepeBENEHHBIC CPECTBA, A 3aTEM JOMONHUTEIBHO CHUMYT JCHBIU. UTO
JIeJIaTh: UTHOPUPYHTE TOA0OHBIE COOONIEHHUS, HWIH (€CITH 3TO TelNe(OHHBIN pa3-
TOBOp) IOCOBETYMTE JUIs BO3BPATA OMIMOOYHO MepeBeIEHHOM CyMMbI 00paTHTHCS
K OIIepaTopy CBSI3H.

MomeHHHYeCcTBO ¢ 0aHKOBCKUMH KapTaMH
Haubosiee nomysisipabie ¢nocodbl MOIICHHUYECTBA ¢ 0AHKOBCKMMH KapTa-

B CMC-coobmieHre 0 ONOKHPOBKE OAHKOBCKOM KapThl, O HECAHKIIMOHUPO-
BAHHOM JIBIJKCHHMH JICHEXKHBIX cpeicTB, cMeHe IIMH-koma, OKOHYaHHH CpOKa
JICHCTBHS KapThl U T.1. ¢ TPeOOBAHHEM IEPEHTH 10 CCHUIKE WM HEPE3BOHUTD 110
yKa3aHHOMY Telle(hOoHYy.

B TenedoHHBI 3BOHOK «paOOTHIKA OaHKay, MOTECHINATIBHOTO «TIOKYIATENsD C
HPEUIOKEHIEM TIPOUTH K ONrkaiiiieMy OaHKOMATy U COBEPIIMTH MaHHITYIISIIHH
¢ OaHKOBCKOH KapToif BO n30exaHne KaKNX-THO0 MOCIE/ICTBUI, BHECCHHS aBaHCa
U T.IL
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Il.]'lﬂ COXPAaHHOCTH BalllUX CPEeICTB co0.I10/1aiiTe OCHOBHbIE npasuJjia oe3zomac-
HOCTH:

B Huxomy He cooOmaiite coii [TMH-kox, naxe pabotHukam Oanka. He BBO-
nure [TMH-kox npu pabote B cetn VIHTepHET, OH MOXKET OTPEOOBATHCS TOIBKO
MOIICHHUKAM.

B CMC-coo0muieHns 0 TPOBOAUMBIM ONEpPALMAM 110 OaHKOBCKHUM KapTaM pac-
CBUTAIOTCSI C OTPEIENEHHBIX KOPOTKUX HoMepoB (CoepOank — 900). s cBszu ¢
6aHKOM HEOOXOIHMO UCIIONBb30BaTh OpuLHaIbHbIe HoMepa KOHTaKTHOTO LIeHTpa,
yKazaHHble Ha OaHkoBckol kapte. Ecin B CMC-coobmieHnn o O10KMpoBKe Kap-
THI, IBI)KEHNH JICHE)KHBIX CPEJICTB YKa3aH APYyroil Homep, 0 KOTOPOMY Ipea-
raeTcs O3BOHHUTH, TO 3TO MOILICHHHKH.

B B cioyuae BO3HUKHOBEHUS MPoOieM y GaHKOMara, He MPUHUMANTE TTOMOIIb
MOCTOPOHHUX, IO3BOHUTE B KOHTaKTHBII IIEHTp OaHKa 10 TelIe(oHy, YKa3aHHOMY
Ha OaHKOMare.

B  Ecm k Bam obparmmics no Tenedony, B MHTepHeTe, yepe3 conpabHbIC
CeTH WM APYTHMH CIIOCOOAMH, U TIOJ] Pa3IUIHBIME MPEANOTaMH MBITAIOTCS y3-
HaTh JIaHHbIC O Balleil OaHKOBCKOW KapTe (HOMEp KapThl, TPEX3HAYHBIH KO Ha
00OpOTHOH CTOpOHE KapThl), KOA, TNPHUIISIMNNA Ha Ball MOOWIBHEINH TenegoH,
MapOJH MK APYTYIO MEePCOHATBHYIO HH(POPMAIHIO, OyAbTe OCTOPOXKHEL, 3TO MO-
MIEHHUKH.

B [Ipu TenedoHHOM OOIICHUH HE COBEPIIAITE HUKAKKUX ACHCTBUI y OaHKOMAaTa
0 MHCTPYKIUH «PabOTHUKOB OaHKa», €CIH TOIBKO NAaHHBIH 3BOHOK HE OBLT HHH-
LIUUPOBaH JIMYHO Bamu.

B He nepexonute mo ccpuikaM B CMC-coo0mmeHusX.

B [Ipu nonyuernn CMC-coo0lICHNUIA O CHATHH JCHEKHBIX CPEICTB C Balleit
0aHKOBCKOH KapThl, HEMEIJICHHO oOpamniaiitech B 0aHK, OMOKHPYHTE KapTy.

MommeHHn4YeCTBO B COIMAJIBHBIX CETHAX

MoIeHHUKHA aKTHBHO TIOJIB3YIOTCSA COLIMATIBHBIMU CETAMU U PA3JIMYHBIMU CEPBU-
caMu 06H_I€HI/I$[, HanpuMmep, caiiTaM¥ 3HaKOMCTB.

MonyasipHbie croco0bI MOIIEHHHYECTBA:

B PacnpocTpaHeHHe CCHUIOK Ha BPEIOHOCHOe NMPOrpaMMHOe obecrede-
HHe, NopHOrpaguyecKne caiiTbl, MOLIEHHHYECKHE PECYPChI U NPUIIOKEHHS.
ITonb30Barenu COLMATBHBIX CETEH YacTO CTAJIKMBAIOTCA CO CIAaMOM, KOTOPbIH
HPUXOAUT K HUM B «JIMYHBIE COOOLICHHS» OT MMEHH «APY3ei» MM HE3HAKOMBIX
HoJb30BaTeNell. DTO 03HAYACT, YTO AaKKAyHTHI 3THX JIIOfiel B3IOMaHbL Kak npa-
BUIL0, CCHLIKU 8 AKUX COOOUCHUAX CONPOBOHCOAIOMCA 3ABNEKAIOWUM MEKCHIOM,
Hanpumep: «Budena meou pomo, s maxoeo ne oxcuoana, nocmompu cam! ...», «B
9moll 6aze OAHHbIX ecmb 8¢S UHGOpMayus na 110b60eo yerosexay u m.n. Uto nre-
JaTh. HUKO20A He nepexooune no noOO3pUMenbHuIM ccolikam. JJis oocmyna 6 co-
YUATILHYIO CeMb UCNONb3YUME YHUKATLHBIL NAPOTb. OH O0IHCeH Oblmb ONUHHBIM,
COCMOSAMb U3 YUPP U IAMUHCKUX GYKE. JIyHuie ucnonb306ans pasHwle napoiu O
PA3HBIX COYUATLHBIX cemell U Opy2ux UHTEPHET-CEPBUCOB. He noddasatimecs Ha
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NpU3bL8 KO20-MO U3 «AOMUHUCTPAYULU CAUmay cooOWUms 8aw J02UH U napoib
noo Kakum-au6o npeonocom. Pecynsaprno MEHSHTE Mapoib OT CONUATBLHOW CEeTH
(xoTst OBI pa3 B Mecsll); OCTEPEraiTeCh MOIICHHIYECKHX CAUTOB, C TIOXOKHMH
0 HanMcaHMIo Ha3BaHuAMH (vkontahte.ru, vkOntalkte.ru u T.1.). OTH «ummHrO-
BBIC» CTPAHUIIBI PACCUNTAHBI HA HEBHUMATEIBLHOCTD U Ha TO, YTO BBl CAMH MPE/I0-
CTaBHUTE MOIICHHUKAM CBOW JIOTHH U MapOJb.

B 3HakoMble He3HAKOMIBI. B colManbHbIX CETSIX M Ha caliTax 3HAKOMCTB MO-
IICHHUKH CO3/IAI0T CTPAHMUIIBL, TJIC YKa3bIBAIOTCS JAHHBIC U pa3MeIiarTcs GpoTo-
rpadui BBIMBIIUICHHBIX JFofei. C TIOMOIIBIO 9TUX CTPAHMI] OHH 3HAKOMATCS C
JIPYTUMHU H0JIb30BaTeaAMu caifita. Co BpeMeHeM MOLICHHUKU BXOAAT B IOBEPHE,
MPEJIararoT MepeiTH coOeceIHUKY Ha Ooree «OIM3Koe» OOLICHUE U OCTABISIOT
cBoil HOMep Tenepona. CambiM 0€300MTHBIM MOCITEACTBHEM TAKOTO OOIICHUS
OyZIeT TO, YTO HOMEp OKAKETCsI TUIATHBIM, M C BaIIero cuéTa CIIMIIYTCS JCHbTH.

B [Ipocb0bl 0 ¢uHAHCOBOI TNOMOIM, OJArOTBOPUTE/bHbIE AKIHH.
MonteHHHKH 4acTO HCTIONB3YIOT TaKUE OBOJBL, TI03TOMY, HPEK/IE YEM TIEPEBECTH
JICHBTH JUIS [IOMOIIH, YOeauTech, 4To Bac He oOMaHbIBatoT. OOpartuTe BHUMaHNE
Ha HaJIMYHe HECKOIBKHX KOHTAKTOB (TeIe(OHBI, JMEKTPOHHAS MOUTa, CTPAHHIKI
B CONMANIBHBIX CETSX), HATMUHE MOATBEPKAAIOIIHIX JOKYMEHTOB.

MoleHHHYECTBO HA caiiTax 0ecIIATHLIX 00bABICHUH

Pa3memnast 00bsABIEHNSA, WM TOKyIMas 4TO-TMOO Ha caiiTaXx OecIIaTHBIX 00b-
SIBJICHUH (HarmpuMmep, ABHUTO), OyabTe BHUMATEIbHBI M OCTOPOXKHBI, TaK KaK MOLICH-
HHKU OYEHb YacTO HCIOJB3YIOT UX Ui oOMaHa. ITpojaBas 4To-TO, BBI XKejlaere Io-
Jy4UTh MPHOBUIB, HO, CTOJIKHYBIIHUCH C MOLICHHHKAMHU, MOXKETE MOTEPATh BCE CBOU
cOepeKeHUS.

Kak Bac MoryT 00MaHyTh:

B Omuara uian npegonJara 3a Bam ToBap. OueHb 4acTo 3aMHTEPECOBAHHbIC
HOKYIaTeIN TPEeIaraoT MPOU3BECTH OIUIaTy (€CIM CyMMa HE 3HAYMTEIbHAs)
WM TIPeIOIUIaTy 3a Ball TOBAp, HO CHENATh 3TO MOTYT MO KaKUM-ITHOO MPUYH-
HaM TOJIBKO Ha OaHKOBCKYIO KapTy (HaXOIATCs B APYTOM TOPOJIE, HET HATMYHBIX
JICHET, JICHBI' HA PACYETHOM CYETY U T.IL.), HO NPH 3TOM TPeOYIOT COOOIIUTH HE
Tosibko HoMep KapThl 1 GUO (Oonblre 171 mepeBosia HUUero He TpedyeTcs), Ho 1
npyrue nauHele. [IoMHHTE, YTO €CITH Bac MPOCST COOOIIUTD MPHIIEAIINI Ha Tene-
(oH Koz, MPOTH K GaHKOMATy M COBEPILIUTH KAKME-TO ACHCTBHS, BCTABHB Bally
KapTy (4T00bI, HATPUMED, TIOATBEPAUTH IIPOXOKACHHUE IUIATEXKa), COOOLIUTH CPOK
JeICTBHS KapThl ¥ TPEX3HAYHBIN KOZ Ha 000POTHON CTOPOHE, TO 3TO MOIICHHHKH.
IIpekparnaiite KOHTAKThI ¢ TAKUMHU IIOKYTATEISIMI, U, €CJIU YCIIEIH COOOIIUTD
KaKHe-TO JIAHHbIC, HEMEUICHHO OJNOKUpYiiTe OAaHKOBCKYIO KapTy, MO3BOHHB II0
YKa3aHHOMY Ha Hell HoMmepy TenedoHa.

B [Ipenomaara 3a nokynaemslii Topap. [loxynas uro-mm6o, Oyasre 0cTOpOX-
HBI, €CITH y BaC TMPOCST NPOU3BECTH MpeJoILIaTy. BronHe BO3MOXKHO, UTO TONy-
9B e€, «IIPOIAaBEI) IIePEeCTaHeT OTBEYATh Ha BAIN 3BOHKH.

B CMC-coo0menus co ccblikoii. Ha Bam Homep, KOTOpBIH BBl YKa3au MpH
MyONMKanuy OOBSBICHHS O MPOJAXE WIH JKEJIAHWH YTO-THOO KyIHTh, MOXET
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npuiitn CMC-coobmienye ¢ npeyiokeHreM ToBapa, 0OMeHa M CCHUIKOI Ha 3TOT
ToBap. Ecim BBI mepeiinére mo cchuIKe, TO 3arpy3uTe Ha CBOH Tene(oH Bpemo-
HOCHOE IIPOrpaMMHOE 00eCIeYeHHE, KOTOPOE MO3BOJIUT MOIICHHUKAM MOTy4HTh
JIOCTYII K BallIMM OQaHKOBCKUM KapTaM.

ByabTe ocTopoxusl, eciiu Bam npeniiaraior:

B Ha3BaTh HOMep OAHKOBCKOW KapThl, TPEX3HAYHBIH KO HA 000POTHOMH CTOPO-
ne kaptel, [IMH-xox;

B [poM3BECTH MaHHIYISIIMK ¢ OAHKOBCKOM KapToil y 6aHKoMmara;
B cooONmMTH NpUIIeIINI Ha TeTe(OH KO,

B repeBecTH CyMMy JICHET (aBaHC, 3aJI0T, MOLUIMHA, HAJIOT, OLHO0YHO mepe-
BE/IEHHBIN TJIaTEeX U T.M);

B qepeiitu 1o ceblike B Muteprere, B CMC- nmu MM C-coo01iennn Ha cMapT-
(oxe;

B 1103BOHHTH 110 YKa3aHHOMY B CMC-coo0mennn HoMepy TenedoHna;
B ormpaBuTH Ball HOMEp TeseoHa;

B ornpasuts CMC-coo0Ienne Ha KOpOTKHiA HOMeEp;

B Ha3BaTh NapOJIM OT BAIIMX JMYHBIX CTPAHHYEK B COLMAIBHBIX CETSIX.
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SALLWTA TEXHUYECKNX YCTPONCTB
OT BPEQIOHOCHbIX NP0

4.1. IloHsiTHE BPEIOHOCHOI MPOrPaMMBbI

OxHoii 3 HanboJIee akTyanbHbIX mpobnem mpu pabore B Cetn «HTEpHET) SBIIS-
€TCsl ONACHOCTh 3apaKeHHs Balllero TeXHUYEeCKOro ycTpoicTBa (KOMITbIoTEpa, CMapT-
(oHa, MIaHIIETa) BPEIAOHOCHBIMH TTPOrPAMMAMH.

Bpenonocnasi mporpamma («Bupyc») — J11000€ MporpaMMHOE OOecIedeHue,
HpeHA3HAYEHHOE JUIs MOJTyYEeHNs] HECAHKIIMOHUPOBAHHOTO JIOCTYIA K BBIYMCIIUTEIb-
HBIM pecypcaM TEXHHYECKOro yCTpOHCTBA MM K MH(OPMALMH, XPaHUMOH Ha HEM C
LIENBI0 HECAHKIMOHUPOBAHHOTO HCIOJIB30BAHMS PECYPCOB TEXHHYECKOTO YCTPOUCTBA
WM TIPUYMHEHHs Bpena (HaHeceHHs yiiepba) Bianenbily HHQOPMAIMH, W/WIN Ba-
JeIbIly TeXHHYECKOTO yCTPOHCTBA MyTEM KOIMPOBAHMUS, MCKAKEHUSA, yIAJNCHUS W
HOZIMEHBI HH(POPMALINH.

TIpUYMHbI CO3/IaHUs BUPYCa» MOTYT ObIThH CaMbIMU Pa3HBIMU — Pa3BIICYCHHE,
HE3aKOHHOE MOJTy4YeHHe NPUOBUIN, Kpaka aKKayHTOB COLIMANBHBIX CETAX M TI. Bax-
HO NOMHUTb, YTO HE3aBHCHMO OT LIEJIM CO3/aTelsl BPEJOHOCHOH IPOrpaMMBl, KaXKIbIit
BHPYC NIPEACTABISACT CYIECTBCHHYIO ONACHOCTD JUIs JIF0OOT0 U3 Balmx TeXHUYECKUX
YCTPOMNCTB.

Hu B koeM ciryuae Helnb3si cCuuTaTh, 4To 3Ta npobiema He kacaercs Bac. XKeptsoit
BPEIOHOCHOH POrPaMMBbI MOXET CTaTh KaXKIbIH.

4.2. Buapl BpeloHOCHBIX NPOrPaMM H OCHOBHBIE CIIOCOOBI HX pacnpocTpa-
HeHHS

B HacTosiee BpeMsi BbijleJIeHbI CJIelyIOIHe 0CHOBHbIE BU/IbI BPEIOHOCHBIX
nporpamm:

®daiij10BbIe BUHPYCHI

Jlo pacnpoctpanenus cetu VIHTepHeT naHHBIA THIT BUPYCcOB ObLT Hamboee ya-
cTo Berpedaronmmcst. PailioBble BUPYCH 3apakaloT HCHOTHIeMble (GallIbl pa3THIHBIX
OIEpAIMOHHBIX cHCTeM. B Hambomnee pacnpoctpanenHoid Ha cerogas OC Microsoft
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Windows 3T0 ucnonHsembie (Gaiiiibl (pacIupeHus .exe, .com), AMHaMHYecKre OnoIo-
teku (.dll), komannuble ¢aiiet (.bat), npaliBepsl yCTPOICTB (.SyS) U (bl clieHapueB
(ckpunTol). DaitnoBbIi BUPYC 3aIMCHIBACT CBOM KO B «TENO» MOpakaeMoro Qaiiina u
pu 00paIeHnH K HEMY OIEPal[MOHHOW CHCTEMBI IIepeXBaThIBACT yIPABICHUE, 10CIe
Yero MOXXET COBEpIIATh PA3IMYHbIC BPEIOHOCHBIC JCHCTBUS: KONHPOBATH CBOH KOI
B Apyrue (aiisl (pa3MHOXKATBCS), CTHPATh Ipyrue (ailibl, NCKaXKaTh JaHHBIE U T.1I.
[Mocne BhimonHEHUs cBoero Habopa ASHCTBUI BUPYC MepeqaeT YIpaBieHHE APYTHM
IporpamMMaM U II0JIb30BaTeNlb MOXKET Jake He M0103peBarh, uTo Ha ero [1K mpoucxomut
KaKasi-TO ACCTPYKTHBHAS JEATEIbHOCT.

3arpy3o4Hbie BHPYChI

Bupycs aToro THma nopaxaror 3arpy3ouHsie cektopsl (boot-obnactu nnn Master
Boot Record) 3arpy3o4HbIX ycTpOHCTB (kecTKHMX AMCKOB, jaucker, flash-npaiiBos).
Bupyc (boot-Bupyc) 3ameHsieT co0oii 3arpy304HBINA KOJI, KOTOPHI BBITIONHSACTCS TIPH
BKJIIOYCHHH KOMIIBIOTEPA M TAKUM 00pa30M IMOJy4aeT yIpaBJIeHHE ellie 0 Hermocpea-
CTBEHHOTO 3alycka OINepalloHHOH cucteMbl. [lomyunB ympaBieHne, BUPYC MOXET
HPOU3BOAUTH PA3ITHYHBIC JICHCTBHS — HAIIPHMED, 3aTrPy3HTh CBOH KOJI B ONEPaTHBHYIO
naMsTh. PasMHOMKAETCsS BUPYC 3alIMChIO B 3arpy304HYI0 001aCTh APYTrHX HAKONHUTENeH
KOMITBIOTEPA.

MaxkpoBupycbl

Maxpoc 3710, B IPUHIHUIE, TOXKE UCHOIHIEMBbIH (aiil, KOoTOpbIil, oaHaKo, pado-
TaeT TOJNBKO B CBOCH MPOrpaMMHON cpele — Hampumep, B mpuioxkeHusx Microsoft
Office. MakpoBupycsl nopaxarorue 1oKyMeHTsl Microsoft Office, u sBnstoTcs Hau-
Oornee pacrpoctpaHeHHbIMUA. OHM HamucaHbl Ha s3bike Visual Basic, kotopsrit nc-
HOJIB3yeTCst B priIoxkeHusx cemeiicTBa Office. Bupyc 3amucriBaer cedst B DOT-daitn,
B KOTOPOM COJIepIKarcs Bce II00AIbHBIE MAaKPOChI, YACTh M3 KOTOPHIX OH IOAMEHSET
coboii. I[Tocne sToro Bce (ailnbl, CoXpaHeHHbIe B NpHiIokeHHH (Harmpumep, Excel),
yxke OyayT comepxarh MakpoBupyc. IIpn 3amycke 3apaXeHHOrO MaKpoca BBINON-
HAIOTCS. PA3NIMYHbIE BPEIOHOCHBIC ACHCTBUS C JAHHBIMH (MCKaKEHHE, yIalleHHe).
KoneuHo, 3T0 Jajeko He HOJHBIH IEpeYeHb BHUJOB KOMIIBIOTEPHBIX BHPYCOB.
Knaccudurmpoars ©X MOKHO M IO APYTHM MPHHIHIIAM, HAIIPUMEP, IO crocoly 3a-
PaKEHHS HIIH 10 aITOPUTMY JeHcTBHA. TeM He MeHee, HaM KaXeTcsl, 4To 11 6a30BOro
HOHSITHS O KOMIIBIOTEPHBIX BUPYCaX NMPHBEACHHON HH(OPMALUH J0CTATOYHO.

CeteBble YepBH (WOrms)

OcHoBHas 0COOGHHOCTb 3TOTO THIA BPEJOHOCHBIX IIPOTPaMM — PacIpocTpa-
HEHHE Yepe3 KOMITBIOTEPHBIC CETH, YMCHHUE HCIIOJNB30BATh CETEBbIC IPOTOKOIBI HEpe-
Ja4n faHHbIX. Hanbosee pacnpoCTpaHEHHBIM BHIOM CETEBBIX YepBEH SBIAIOTCS IMO-
4TOBBIE UepBH (e-mail worms). 3apa3uTbCss IMH MOXKHO IIPH OTKPBITHH HPUIIOKEHUS K
JIEKTPOHHOMY IHCbMY C YEpPBEM WIIM IIPH Tepexojie 1o html-ceblike, NPUBEICHHON B
JTAaHHOM THCbMe. 3a4acTyIo MOIb30BaTeNnel modyxaatoT He0OTyMaHHO OTKPBIBATh MPH-
JIO)KEHHS IINCEM WIIM HHTEPHET-CCBUIKH B ITHChMaXx.

TIpu akTUBHU3ALMH KOJIA YEPBsI IIPOMCXOIUT €ro Pa3sMHOKCHHE — HAYMHACTCS pac-
ChIJIKA 4epBs 110 APYTHM aJpecaM 3JIEKTPOHHOH MOUTHI ¢ 3aPaXKEHHOTO KOMITBIOTEpa.
Jlnst onpezieneHus CIUCKa aipecaToB YepBb MOKET UCIONIb30BaTh aAPECHYI0 KHHTY
HPOrpaMMbl — [IOYTOBOTO KIIMEHTA MM a’Ke CKAHUPOBATH (hailiibl Ha JKECTKOM JIHCKE B
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ToHCKax ajgpecoB e-mail Oymymux epTB. B HacTOAIIMIT MOMEHT TIOSIBUIINCEH CETEBBIE
4epBH, KOTOPBIE MOTYT PACIPOCTPAHATBCSA M Yepe3 CIyKObl MTHOBEHHbIX COOOLICHHIT
(nHTEpHeT-NeHmKeph), HanpuMep, Takue, kak [CQ.

Tposiusl (Trojans)

OIuH M3 caMbIX ONACHBIX THIIOB BPEOHOCHBIX NMPOTPaMM Ha CErofHs. TposHbI
— 3TO BPEIOHOCHBIE TPOTPAMMBI, KOTOPbIE 0OBIYHO MACKHPYIOTCS O/ Kakoe-IIiOo 0e3-
00MIHOE TIPOrpPaMMHOE TIPHIIOKEHHE: BbIOBEPBI KAPTHHOK, CKPUHCEHBEPBI, IMCKOBBIC
YTUINTBI, OOHOBJICHHE ONIEPALIMOHHON CUCTEMBI U TaK Jaiee. [Tonas 00MaHHBIM IyTeM
Ha KOMIIBIOTEP JKEPTBBI, TPOSHBI B 3aBUCHMOCTH OT CBOETO Ha3HAYEHUSI MOTYT BBITION-
HATH Pa3jInvYHbIC ﬂeﬁCTBHﬂI O6eCl’l€‘lI/IBaTb 3JIOYMBIIUUICHHUKY BO3MOXXHOCTH YyJaJI€H-
Horo agmuHucTpupoBanus 1K »kepTBbI, BOpOBaTh MOIB30BATENLCKHE APOIN OT pa3-
JIMYHBIX CEPBHCOB (B TOM UHCIIE W KOMMEPUECKHX), HECAHKIIHOHUPOBAHHO CKauMBATh
Kakue-1160 dailisl ¥ T.1. ¥ T.11. VIHOTa O IPHCYTCTBUH TPOSHCKON IPOrPaMMBbl MOXKET
CBHUJIETENIBCTBOBATH HE0ObIuHOE NoBeneHue [TK: caMorpon3BonbHO pacKphIBAOIIHECS
OKHa, 3aBHCAHNS, 3aMETHOE 3aMEICHHE CKOPOCTH PabOTHI KOMITBIOTEPA.

ITporpaMms!I /151 B310Ma (XaKepCKUE MPOTrpaMMBbl)

CymiecTByeT emme Hemblif KIace MporpaMM, KOTOphle He YrpOKaroT HemoCpe-
CTBEHHO KOMIIBIOTEPY, Ha KOTOPOM UCIIOJIHAOTCS, @ UCIONIB3YIOTCS ULl aTaky Ha Apy-
THe CeTeBbIe Pecypchl MK B3oMa. [101poOHO OHY ONMCAHBI B BUPYCHOH SHIMKIIONE-
muu Kacniepekoro.

OCHOBHBIMHM €IIOCO0AMHU PACHPOCTPAHEHHUS] BUPYCOB SIBJISIIOTCS
Hurtepuer

[mo6GanbHas nH(OpMaOHHAs ceTh VIHTEpHET Ha CEerOAHSIIHUN AeHb SBIIET-
CsI OCHOBHBIM HCTOYHHKOM PAaCHPOCTPAHEHHS BCEX BHJIOB BPEOHOCHBIX IIPOTPAMM.
VimenHo mosToMy mpu pabote B MIHTepHETE HEOOXOAUMO YIETATH OO0NIbIIIe BHUMAHKS
BOIIpOCaM 0e30MacHOCTH.

Bupyc moxer nonacts Ha Baie TexHnueckoe yCTpOHCTBO IpH CIIEIYIOIINX
00CTOSITENBCTBAX:

- TIPU TIOCEIICHNUN CaliTa, COIEPIKAIIEro 3JI0BPEIHbIN KO,

- TIPU CKQYMBAHHUH BPEIOHOCHBIX IIPOTPAMM, MACKUPYIOIIUXCS O PAa3IIHOE
HpOorpaMMHOE 00eCIIeHeHHE;

- IIpU CKQYMBAHHH Yepe3 peer-to-peer ceTh (HarpuMep, TOPPEHTH).

DJIeKTPOHHAS TOYTA

JloCTaTOYHO YacTO TOYTOBBIE COOOIIEHHMS, TOCTYMAMOIHE B MOYTOBBIH SIIUK
0JIb30BaTeNIs, UCIOIb3YIOTCS Ul PacIpOCTPAHEHHs BPEJOHOCHBIX Iporpamm. IIpu
OTKPBITUH TAKOTO ITHCHMA ¥ IIPH COXPAHEHHH Ha JIMCK BIOKEHHOTO B MHCHMO (haifa BBl
MOXETE 3apa3uTh JAaHHBIE HA BAllleM KOMIBIOTEPE.

Buemnne Hocuresn nHdopmanun

He cexpet, uTo ams mepenaun MH(POPMALUU MO-MPEKHEMY IIUPOKO HCTIONB3Y-
10TCsl TUQPOBBIE IUCKHU, Pa3HOOOpa3HbIE KapThl MaMATH U IPyrUe BHENIHHE HOCHTENH
napopmanun. [Ipu pabore ¢ HEIMHI Takkxe HEOOXOANMO TOMHUTH O 6E30ITaCHOCTH — 3a-
MycKasi Kakoi-nmubo (aiia, pacnoIoKeHHbIH Ha BHEIIHEM HOCHUTENE, BHI MOXKETE T10-
pa3uTh JJAHHBIE Ha BAllleM TEXHUYECKOM YCTPOHCTBE BUPYCOM U, HE3aMETHO JJIs celsl,
PacIpoCTpaHUTh BUPYC Ha JUCKH BAIETO KOMIIBIOTEPA.
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VYsa3BUMOCTH B NporpaMmmMHOM obecrieyeHN N

Tax Ha3bIBaeMbIE «IBIPBI» (IKCIUIOWTEI) B TPOrPAaMMHOM 00ECTICICHHUN SBIISIOTCS
OCHOBHBIM HCTOYHHKOM XAaKEPCKHX aTak. YSA3BUMOCTH MO3BOJISIOT MONYYHTh XaKepy
yZIAJICHHBI TOCTYI K BallleMy KOMIIBIOTEDY, a, CJIC0BATEIbHO, K BAlMM JaHHBIM, K
JOCTYIHBIM BaM pecypcaM JIOKaIbHOH CeTH, K APYTHM HCTOYHHKAM JIMIHON MM KOH-
(uneHunanbHON HHOOPMALHH.

4.3. Ilpopunaxruka

BakHelmum cpeicTBOM 3allUThl TEXHUYECKUX YCTPONUCTB OT BO3AEHCTBUS Bpe-
JOHOCHBIX IIPOrpaMM sABJIAETCs MPOQHUIAKTHKA. BOT HECKOIBKO IIPOCTHIX COBETOB IO
e MPOBEJICHHUIO:

] BaxHO 1MOJIB30BaThCS TOJIBKO JIMIEH3MOHHBIMU NIpOrpaMMaMu U orepaly-

OHHBIMH cHcTeMaMu. JIro0as HeNuIeH3MOHHAs MporpaMMa — HOTEHIHAIbHAS

yrpo3a mis 6e30macHOCTH Bamrero TeXHHIecKoro ycTpoicTBa, TK. OHA MOXKET CO-

JiepKaTh PasINUHBIX «BpeauTeneit». Eciu npuodpecTn MHMIEH3MOHHYIO BEPCHIO

nporpammsl Bam npescrapisercs npoOieMaTHYHbIM TO CTOMT 3a{yMaThCs 00 Uc-

HOJTB30BaHMN OECIITATHBIX aHAIOTOB.

B Heo0xomuMo MPOBOUTH PEry/IsipHble 0OHOBICHHS MPOrpaMMHOr0 obecrie-

yeHus. Kaxnas HoBas Bepcust HpOrpaMMbl CTPEMUTHCS UCIPABUTH YSI3BUMOCTU

TpEIBITyLIei BEpCUH, TEM CaMbIM Jieas Bame TexHmIecKoe yCTporcTBo Oonee

Sal_l.lPIH.IéHHl)IM OT HEraTUBHOI'O BMCIIATEJILCTBA.

B Camoe IIaBHOE — UCTIOJIB30BaTh CHEIUANbHBIE CPECTBA 3AIUTHI, TAKHE KaK

aHTUBHpYC U (aifepBot. FIMEHHO [Ba 9THX KOMIIOHEHTAa BO MHOTOM 00€CIedH-

BaIOT 0€30I1aCHOCTh Ballero TeXHH4ECKOro yCTpoicTBa.

AHTHBHDYC, KaK U BCE OCTalIbHOE HCIoib3yeMoe Bamu nporpammuoe obecre-
YeHHUE JOJDKEH OBITh JIETadbHBIM U TIOCTOSIHHO OOHOBIATECA. B mpoTtuBHOM Citydae, oH
BPSII M 00€CTIeUNT HaIIEKAIIYI0 3alUTy. DTO CBS3aHO C TEM, UTO KaX bl aHTHBHPYC
uMeeT coOCTBEHHYIO 6a3y BPEJOHOCHBIX IIPOIPAaMM, KOTOPBIE OH YMEET Pacro3HaBATh
— cBO€OOpa3HbIil «UEpHBIA cUcok». K coxkaneHmIo, KOMMYEeCTBO BBISBIAEMBIX BPEIO-
HOCHBIX porpamm B Mupe 3a 10 net ysenuunnocs B 208,3 pasa u npesbicuiio 300 Teic.
B cytku'. I109TOMy Ba)KHO CBOCBPEMEHHO OOHOBIISITH AHTHBUPYC, BEJb MHAYC OH HE
pAacIo3HaeT BUPYC U MPOIYCTUT €ro Ha Bamre TexHmdIeckoe ycTpoicTBo.

To e kacaercst u daiiepBoiuia. ITO CHEUATBHBIA (UIBTP, KOTOPBIH KOHTPOIIH-
PYET JOCTYII K HHTEPHETY C TOTO WIIM HHOTO yCTPOMCTBA. Bo-mepBhIX, OH MOXET 6I10-
KHPOBATh MOTMBITKH BUPYCOB MOAKITIOUATECS K CETH C Ballero koMmmeiotepa. Hampumep,
MelaTh 60Ty OOIIAThCSl CO CBOMM XO3SIMHOM. BO-BTOpBIX, OH 3HAET, Y KaKuX CaiToB
XOpOIIIasi peryTalys, a KaKiM JOBepSTh He cTouT. YepHbie u Geltbie Criucku (aiiepBo-
Ja, KaK ¥ aHTUBUPYCA, JODKHBI ObITh CBEXXUMHU. TOTIa OH CyMeeT BOBPEMsI OCTAHOBHUTh
Bac, ecitu BbI cobepeTech HepeiTH 110 MOJ03PUTEIEHON CCBUIKE.

OnHako OmpeieNnsTh 3apakEHHbIC CalThl HaBepHsKa (aiiepsoint He ymeer. [lo-
9TOMY /ISl TapaHTUK OoIbliell Oe30MacCHOCTH MOYKHO YCTAQHOBHUTH JIOTIONHUTEIbHBIE
CEPBHUCHI, KOTOPBIC ObI OJIOKUPOBAIHN MEepeXxo/bl Ha ornacHbie cTpanuisl (Google Public
DNS, Slunexc. DNS u ap.).

L. https://rns.online/it-and-media/Kolichestvo-viyavlyaemih-kompyuternih-virusov-v-mire-
za-10-let-viroslo-v-200-raz--2017-04-18/
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WHTEPHET W PEBEHOK.
MAMATKA PONTENID

5.1. Bami peGenok B knOepnpocTpaHcTBe.

Hemb3s cioputs ¢ Tem dakrom, ato CeTs «MHTEpHET» MPETOCTABISIET COBPEMEHHBIM
JeTSM OrPOMHBIE BO3MOXKHOCTH JUIS pa3BUTHS, 00y4EHHs, BAPTYAIbHOTO OOLIEHHS CO CBEp-
CTHHKaMH, TIOJTy4EHHIO BXHOH HHOPMALHH 00 OKPYKAIOIEM HX MHUpE.

OtBevas 9ToMy 3anpocy, B CeTn ObLT CO3IaH TaKo! CETMEHT Kak «aeTckuil THTepHeT
— COBOKYIHOCTH OOYHYaIOIIMX M Pa3BIEKATENbHBIX CAHTOB, MPEIOCTABIAIONINX IHPOKHE
BO3MOXKHOCTH ISl TIOJIE3HOTO M YBJICKATENLHOTO BpeMsAIpenpoBoxieHus. Ha takux mio-
I[aJIKaX IETH MOTYT CBOOOHO OOIIATECS CO CBOMMHY POBECHHKAMH, UTPaTh B HUTPHI, YHTATh
CKa3KH M CMOTPETb MYJIBT()UIbMBI.

Bwmecre ¢ TeMm, cieayeT HOMHHTB, YTO B OOJIBIIMHCTBE ciydaeB LHTepHeT — 1ajeko He
caMoe MOAXOASIIEe MECTO U pedeHKa.

[ToCTOSIHHO pacTeT KOJIMYECTBO HEraTHBHBIX HHTEPHET — pecypcoB. Tak, 3a nepuox
2016 — 2017 rr. B Poccuu 0Obino 3a6nokuposano 6oree 3000 caliToB Ha KOTOPBIX Cozieprka-
JUCh SKCTPEMUCTCKHE MaTepranbl. [1o JaHHBIM aMEPHUKAHCKOTO MCCIE0BATENBECKOTO HEH-
tpa TopTenReviews, 12% Bcex caiitos (24,8 MIIH) coneprkar MaTepuabl 1 B3POCIBIX.

[ToMHMO 5TOTO MOSIBIISIOTCS U HOBBIE HHTEPHET — Yrpo3bl. Jletn, 4acTo He 3ayMbIBa-
ACh, PACCKA3BIBAIOT CBOMM OHJIAIH-APY3bAM, I7Ie OHH XHBYT HIIH IO KaKOMY Tpauky pado-
TAKOT UX POJUTEIH, OTIPABISIOT JoporocTosiue SMS MOIIEHHHKAM 1 4acaMu CHISAT B CO-
[UAIBHBIX CETAX, YTO HE MOXKET HE CKa3aThCsl Ha MX IICHXHYECKOM 1 (PU3MIECKOM 310POBbE.
Kpome Toro, B mocneaHee BpeMs YUaCTHINCh CITyqar TPEeCIe0BaHN 1 3aIyTHBAHIA AeTei
4epe3 pa3IuuHble HHTEPHET-CePBUCHI. 10 TaHHBIM HECKOJIBKHX ONPOCOB, B CPEIHEM, KakK-
I BTOPOIT MOAPOCTOK CTANKUBAJICS C YHIKSHUAMH U ocKopOnenusmu B CeT.

JIro0oit pomuTenb TOMKEH CO BCEil BHUMATEBHOCTBIO OTHOCUTBCS K JAHHOH mpo0ie-
Me 1 obecriednTh cBoeMy pebeHKy Oe3onacHoe ucnonb3oBanue Cetn «HTEpHETY.
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5.2. Bo3amoxknbie yrpo3nl As Bamero pedenka.

Kak MBI yxe cka3anu panHee, IHTEpHET COIEPKUT PasiMyHble YIPO3bI ¢ KOTOPBIMH
MOXET CTONKHYThCs Bamr pebenok. IIpemnaraem Bam o3HakoMuTbest ¢ Hanbonee pacrpo-
CTpaHEHHBIMH M3 HUX HA JIaHHbIH MOMCHT:

1. KoHTeHTHbIe pHCKH

KoHTEHTHBIE PUCKH CBSI3aHBI ¢ MOTpebieHneM HHQOPMAIIHI, KOTopas MyOIHKyeTcs
B HHTEPHETE M BKJIIOYACT B Ce0S HE3aKOHHDIH W HeNpPeIHA3HAYCHHBIH 11 AeTell (Hemoxo-
Garolyii) KOHTEHT.

e  Henonodarommii KOHTEHT

B 3aBHCHMOCTH OT KyNBTYpBI, 3aKOHOMATEIBCTBA, MCHTAIUTETA M Y3aKOHEHHOTO BO3-
pacTa cornacus B CTpaHe ONpPENENAETCs IPYIIa MaTepUaNoB, CIUTAIOIINXCS HEMOI00at0-
muMe. Herozo0aromuii KOHTEHT BKIIIOYAET B ce0s MaTepHaibl, COIEpIKAIIME: HACHIIHE,
9POTHUKY U MOPHOTPapUI0, HELEH3YPHYIO JIEKCUKY, HHPOPMAIIUIO, Pa3KUTAIONIY0 PACOBYIO
HEHABHCT, TPOTIATaH/y aHAPEKCHH W OYJIUMUH, CYHIUIA, a3aPTHBIX UIP H HAPKOTHIECKHX
BEIIIECTB.

o  He3akoHHBIH KOHTEHT

Hesaxonnotii KoHmenm — 5mo KoHmeHm, Hapyuarwull MeCmHble, pecUOHATbHbIE 3a-
KOHbI U MODANbHO-IMUYECKUE NPUHYUNDL.

B Poccuiickoit ®eniepatiu moji JaHHOE MOHSTHE MOMAAI0T MaTepUallbl CeKCyanbHOrO
XapakTepa ¢ y4acTHEM JeTe i MOAPOCTKOB, MOPHOTrpahuuecKuii KOHTEHT, OMMCAHHS HACH-
J1Usl, B TOM YHCJIE CEKCYaIbHOI0, BKCTPEMU3M U Pa3KUraHUE PacoBOM HEHABUCTHU, IPU3bIBLI
K CyHIITY, MaTePHAIIbl, PACTIPOCTPAHSIONIMNECS ¢ HAPYIIEHHEM aBTOPCKIX MpaB, HH(OpMa-
oM o crocobax HpI/I06pCTCHI/I$l WJIN U3rOTOBJICHUS HAPKOTUYECKUX BELIECTB.

2. DekTpoHHAs 5€30MACHOCTH

Puickn, CBS3aHHbIE C EKTPOHHON 0€30MaCHOCTBI0, OTHOCATCS K pasinyHOl Kubepye-
ATENBHOCTH, KOTOPAs BKIIOYAET B ce0s: pasNIalleHue epCOHANBHOR HH(OPMAIIHI, BBIXO
B CETh C JOMAIIHET0 KOMITLIOTEPA C HU3KHM YPOBHEM 3aIIUTHI (PHCK TIOABEPIHYThCS BUPYC-
HOI1 aTake), OHIaH-MOLIEHHUYECTBO U CIaM.

e BpenoHocHbIe IPOrpaMmMbl

Bpeoonocnwie npozpammot — 5mo npoepammol, He2amusHo 6030eticmeyloujue Ha pa-
bomy Komnvlomepa. K num omnocsames upycol, npocpammbl-unuonsl, HejceramensbHoe pe-
kaamtoe 110 u paznuunvie opmsl 8DEOOHOCHBIX KOO08.

e Cnam

Cnam — 2mo nevxcenamenvhbie NEKMPOHHbLEe NUCLMA, COOEPHCAUfUe PEKIAMHbIE Md-
mepuanvi. Cnam 00po2o 00x00umcst 015k NOyuamens, Max Kax noib308amelnb mpamum Ha
nonyuenue 6obUe20 KOIUYeCmed NUceM C60e 6PeMst U ONIAUEHHbLI UHMePHem-mpapux.
Takoice HedceramenbHas, NOYMa Modicenm Co0epHCaAmp, 8 U0 CAMO3ANYCKAIOWUNCSL 8I10JICe-
HUll, BDE0OHOCHbIE NPOSPAMMBbL.

e  KubepmouennuyecTBo

Kubepmowennuuecmeo — mo ooun u3 6udos Kudepnpecmynienus, yeiio Komopozo
sensemcs, 00Man norvsosameneil. XuiyeHnue KOHQUOCHYUATLHBIX OUHHBIX MOJICeNm NpUsecmu
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K momy, 4mo xXaxkep He3dKOHHO noiydaem docmyn U Kakum-nuoo 06pa30M ucnonv3zyem jaud-
HY10 MH¢OPMCZMWO noltesoeameiis, ¢ Yeiobto NOJLY4unmo mamepuaibiyro I’lpu6bl}lb.

KoMMyHVKAIIOHHBIE PHCKH CBA3aHBI C MEKITMYHOCTHRIMU OTHOIICHUSIMH HHTEPHET-
TOJb30BATENEi M BKITIOYAIOT B ce0s KOHTAKTHI TEA0(PUIOB € IETHMHU U KHOSPIPECIe10BaHHUSL.

° He3akoHHbBII KOHTAKT
Hezakonnwlit KOHmMaKm — 5mo 00w eHue Mexcoy 83pOCblM U PeOeHKOM, NPU KOMOPOM

63pOCTbILL NbIMAemcs YCmanosumy bonee Onu3Kue OMHOWEHUA Ol CeKCYanbHOU IKCRIYd-
mayuu pedeHKa.

e  Kubepnpecinenosanus

Kubepnpecnedosanue — 5mo npeciedosanue uenoseka coobueHUsMU, COOePICauj-
MU OCKOPONEHUS, aepecculo, CeKCyabHble 00MOAMeNbCmaa ¢ ROMOUbIO UHMEPHEN-KOMMY-
Hukayuil. Takoce, kKubepnpecnedosaniie Modcem NPUHUMAMb Maxue Gopmvl, Kax 0OMeH uH-
hopmayueil, KOHMAKMAMU UTU US0OPAHCEHUAMU, 3ANYSUBAHIUE, NOOPANCAHUE, XYTUSAHCNIBO
(unmepHem-mpornune) u coyuanrbHoe OOUKOMUPosanue.

Ipuao:kenne: pe3ynsTaThl MIOTHOTO OHIAHH-0Mpoca Mo MpobnemMam 6e30macHOCTH
WHTepreTa 1714 eTeil ¥ MOAPOCTKOB, IPOBEIEHHOTO JIHToM Oe3omacHoro HTepHeTa (MapT
—utonb 2017 rozna)

[Ipouent ot
[Ipouent ot
001ero yncia
0011ero yncia .
Buibl HHPOPMALMOHHBIX YTPO3 . YIIOMUHAHHI
YIOMHUHAHHIA
. | cpemu memaroros
Cpetu pojuTenei

1 IICUXO0JIOTOB

[ToOysxaeHne K CyHIUIy, TPYIIIIbI
1 | cmeptu, urpst Tuna «CUHUN KUTY», 20,8% 20,3%
«Tuxuit JoM» H T.II.

MaTCpI/IaJ'ILI CO CLICHaMH HaCWJIuA,

2 | &KEeCTOKOCTH, arpeCCUBHBIM MOBEIEHUEM 17,7% 15,9%
U T.IL
Marepuaibl 5pOTHYECKOTO COEPIKAHHMS

3 PHaTsl 3p PKBHH, 13,3% 12,5%
TOpHOTpadus
Marepuaisl 0 HAPKOTHKAX,

4 P P ’ 10,5% 9,5%
[ICUXOTPOIHBIX BELIECTBAX M T.II.
BoBrieueHne B IKCTPEMUCTCKHE U

5 | TeppopuCTHYECKUE IPYIIIBI, CEKTHI U 10,0% 13,9%
T.IL

EMOHCTPAIHS YIOTpeOIeHHs

6 | AcvoncTpaLts yrotp 6,4% 6,4%
AJIKOT0JIsl, TabaKa U T.I1.

7 | Pexnama, B TOM 4HCIIE CIIaM 6,3% 3,6%

23



8 | BpenHble oHnaiH-Urpel 4,2% 3,3%

BOpOBCTBO7 MOLICHHHUYECTBO C

9 | mOMOIIbI0 OHIIAWH-TEXHOJIOTHIA, 2, 7% 1,5%
KHOEepIPEeCTYITHOCTh
10 CroKeThI 0 BOWHAX U KaTacTpohax B 2.2% 1.0%
HOBOCTSIX U T.IL.
1 bpannas peus, HeLeH3ypHas 1 1.3% 1.0%
CHM)KEHHAS JICKCHKA U T.II.
12 | Apyroe 4,6% 11,1%

5.3. KioueBble npodiieMsbl odecriedeHnsi 6e30MacHOCTH

Ha ﬂaHHLIﬁ MOMECHT MOXHO BBIACJIUTH HECKOJIBKO KJIIHOUEBBIX npoGneM, KOTOPBIC
MOTr'yT CA€/1aTh UCIIOJIb30BAHNE pe6eHKOM I/IHTepHeTa HeOe30macHbIM. K HUM OTHOCATCS:

HeocBegoMiIéHHOCTD JeTeil

HecoMHEHHO, IMEHHO 3TOT MOMEHT SIBJISIETCS KITIOUEBEIM IIPH 00ECTICIeHNN HH-
TepHeT — Oe3omacHocTH AeTeid. PebGenok Oyner Bectu ceds B MiHTepHeTe ropasmo 6onee
OTBETCTBEHHO, €CIIM OyJIeT IMETh BEpHBIE TIPE/ICTABICHHS O BO3BMOXKHBIX PUCKAX M I10-
CIIEZICTBUSIX CBOMX AEHCTBHH. PoyuTeNn MOTYT BO MHOTOM IOJIOKHTECS Ha PasyMHOE
OTHOLICHHE CBOETO PeOEHKA K CETH, €CIIM OHH YBEPEHBI B TOM, YTO OH 3HAET, YTO JIe/IaeT.
OJHAKO HaJ0 MOHMUMATh, YTO 3TO OTHOCHTCS JIMIIb K JETSIM, TOCTUTIINM ONPEeeiEH-
HOTO BO3pacTa, U COBCEM HE O3HAYACT, UTO POMUTEINH, YUUTENS WIH ONEKYHBl MOTYT
THOJTHOCTBIO CAMOYCTPAHUTBCS OT BOIPOCa 0€3011aCHOCTH peOEHKa.

HeocBenoMiéHHOCTD B3pOC/IBIX

K coxanenuto, 1axe MHOTHE POIUTENH, ONEKYHbI HE HMEIOT TIOJIHOTO TIPE/ICTaB-
JIHUs O TOM, KaKMM PHUCKaM IIofiBepraercst ux pebEHok B cetH. HeocBenoMnéHHOCTh
BapbUPYETCs OT HEIOOLICHUBAHHUS PHCKOB, JI0 YPE3MEPHOI OTIEKH U MAHUKH, CIIPOBOLIH-
poBaHHOI TpeBoXKHBIMU coobmeHnsMu B CMU. O6e kpaitHocTH maryOHBI, B3pocible
MOryT 3((eKTHBHO 3aIuIaTh peOEHKa JUIIb B TOM CIIyYae, el UMEIOT HOJIHOE H
BEPHOE NIPECTABICHHE 00 OHIAHHOBBIX PUCKAX VTS UX JICTEH.

Henocrarounasi TexXHH4ecKasi I'PaMOTHOCTDb B3POCJIbIX H z[eTeﬁ

HecMmoTps Ha TO, YTO MHOTHE JETH OBICTPO OCBaMBAIOT HOBBIC TEXHOJIOIMU M
MPOTrpaMMbl, HEMHOTHE M3 HUX 03a004eHBI COOCTBEHHOH Oe3omacHOCTbIO. PeGEHOK
MOXET OTKIIOUHTh aHTHBHPYC, (haepBOILT WM NIPOTrPaMMy POJUTEIECKOTO KOHTPOJIS,
€CIH €My MOKaXETCsl, YTO OHM OrPaHHYMBAIOT €r0 BOSMOKHOCTH B OHJIAIHE, M €CIH
B3pOCIHBIl HE 1M03a00TUTCS O TOM, YTOOBI 3alPETHT €My Takue JeicTBus. Takum 00-
pa3oM, C TEXHHYECKOH TOUKM 3PEHWs B3POCIBIM CIEIyeT M3YYHTh BCE BO3MOXKHOCTU
obecrieueHns 0e30MacHOCTH PeOEHKA C OMOLIBIO KOMITBIOTEPHBIX [POrpamMm (cemeii-
HBIX (PUIBTPOB, OJIOKMPATOPOB PEKIIaMbl, AHTUBUPYCOB U (haiiepBOIIIOB), yCTaHOBHTD
JIOJDKHBIM 00pa3oM HAaCTPOHTH BCE HEOOXOAMUMBIE MPOrpaMMbL. JleTsM ke HeoOX0MMOo
Pa3bACHUTH HEOOXOAUMOCTb U BKHOCTh TAKUX MPOrPaMM.
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IIpo6iembl 10Bepust

IT0 TaKKe KpaifHe BaKHBII acTeKT 0e30macHOCTH. PeOEHOK JIOJDKEH 3HATH, YTO
OH MOXET JIOBepATh BaM, 4TO BBI MOMOXKETe eMy NMpPH BOSHHUKHOBEHWH TPYAHOH CH-
Tyaluu, OOBsICHHUTE, KaK MPaBUIBHO ceOs BECTH U TIIaBHOE, HE OymeTe OOBHHSTH €ro.
BonbumHCTBO j1eTell He CKIIOHHBI PAacCKa3bIBATh POJUTEISIM O HENPUSTHBIX IPOUCIIIE-
cTBusIX B CeTH, omacasich, 4To Te COUTYT, YTO ICTH CAaMHU CIIPOBOLIUPOBAJIHN TAKYIO CUTY-
allHIo, M HAKAXYT MX, 1100 orpanuyar goctyn B MurepHer. Kpome Toro, eciin pedbéHOK
YyBCTBYET, YTO €My HEKOMY JOBEpSTh B PeallbHOM KU3HU, OH OyneT Ooliee CKIOHEH
JENUTHCS CBOMMH NMPOOIEMaMHt ¢ HE3HAKOMIIAMHU B OHIIAlHE, HCKATh MX JAPYKOBI U TIOA-
JICPIKKH.

5.4. «'pynnbl cmepT». Kak yoepeub pedenka?

B 2016 roxy crana u3BecTHa 0 AEATEIbHOCTH TaK HA3bIBAEMBIX «TPYII CMEPTH»
— 3TO TPYIIE! B CONUANBHBIX CETSX, B KOTOPBIX IOJPOCTKH UIPAIOT B CBOCOOPA3HYIO
UTPY, UTOTOM KOTOPOIA SIBIISIETCSI TIOATOTOBJIEHHBIH Cyniua. OOBIYHO B HA3BAaHUAX ITHX
IPYHIT IPUCYTCTBYIOT MeTaophl PO KUTOB, @ B COACPKAHUH HAXOMATCS JICTIPECCHB-
HbIE MIECHH, MPaYHbIe KapTHHKH C IIOPe3aHHBIMK BEHAMHU WM H300paKEHUEM KHTOB,
a TaKKe TPYCTHBIE IUTATHL. B «urpe» kaxabli peOEHOK MOMKEH BBINOIHHUTH PN 3a-
JIaHUH, KOTOpbIE MO3BOJIAIOT MEPeiiTH Ha CIEAYIOIUN YPOBEHb. 3aaHusl MOIYyT ObITh
COBEPIIEHHO JKYTKHMH: HarpuMmep, chotorpadhupoBath CBOIO pyKy ¢ nopezami. [Tocne
MPOXOXKJACHUS TaKUX 3afaHU PeOEHKY MPUCBAMBAETCS HOMEP, a TAKXKe COOOMaeTCs
JiaTa ¥ crnocod camoyouiicTsa. J[eTn HauMHAIOT BECTH OOPATHBINM OTCUET HA CBOMX CTpa-
HHIIAX B COLMAIIBHBIX CETSX.

Kak y0epeub pebGeHka 0T «rpymnn cMepTH»?
1. PasroBapuBaiiTe ¢ peGeHKOM

[l TOr0, 4TO0bI MOAPOCTOK He MONAJ O] BJUsSIHHE 1eCTPYKTUBHBIX IPYIIN,
HY’KHO J1€JIaTh TOJIbKO 0JHO —Pa3roBapHBaTh ¢ HUM 0 TOM, YTO TAK0€ — «XOPOLIO»,
a 4TO0 TaKoe — «IJ10X0». Korna ¢ nercta y peOEHKa €CTh YETKO CIIOKHBILEECS MHEHHE
06 ITUX MOHATUAX, TO €r0 HE 3AUHTEPECYIOT NPU3BIBLI K HACUJINIO WU CYUITUATIBHOMY
MOBEJICHHIO.

2. Yuure peGeHKa MbICIHTH KPHTHYECKH

OZ[I/IH W3 BaXKHEHUIIHX KpUTEPUECB, HE HO3BOJ’I${IOIIII/II>1 ronacTtb IMoApPOCTKaM B
«TPYNIIBI CMEPTH» — HATMYUE KPUTHUECKOTrO MblieHus. IloapocTok n0/KkeH ymeTh
€aMOCTOATEIbHO (PUIBTPOBATH NOCTYNAIOLIYI0 eMy HH(OPMALHIO, YMETh aHAJIU-
3HPOBATh €€, CONOCTABIATL ¢ APYroii mHpopmanmei, cOCTaBIATL COOCTBEHHOE
MHeHHe. VIMEeHHO Haanune KPUTUYECKOT'O MBINUICHUS MO3BOJIIET U B3POCIIBIM JIIOAAM
HE NOBECTUCH HA ITPOBOKALIUN U HE MIOTIACTh B CEKTHI.

3. Cienure 32 U3MEHEHUSIMH B IOBEIeHUHU pedeHKa

3a00TIMBbBIC U BHUMATEIIBHbIC POAUTENH BCETa 3aMETAT, YTO ¢ peOEHKOM YTO-TO
npoucxoutT. Peskoe najeHue ycneBaeMoCTu, U3MEHEHHUE My3bIKAJIbHBIX IPUCTPACTHUIH,
Kpyra OOLIEHUs, TOSBICHHE HOBBIX YBICYEHUH — KO BCEMY 3TOMY HYKHO OTHOCHTHCS
BHHUMATEJIbHO U 00s3aTe]IbHO pa3roBapuBarh ¢ peOEHKOM. JKu3HbI0 pedéHKka HYXKHO
HCKPCHHE HHTEPECOBAThCs, 4 He KOHTPOJIHPOBaTh. BaxkHo He HAPYIIATH JIMYHBIE
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rPaHUIBI MOAPOCTKA, HE YHTATH €ro IEPenuCKH H He NPOBEPATh IPYNIbI B €O-
IHUAJIBHBIX CeTAX, peOEHOK caM Bcé pacckakeT POAMTENSM, €CJIH B CeMbe eCTh
JOBepUTe/IbHbIE 0THOMIEHH . [10pOCTOK NOIKEH 1yBCTBOBATH IOAACPAKKY POAHBIX,
a POAUTENH JIO/KHBI JaTh MOHATH, YTO MPUMYT €ro J000r0, o BceMu mpodieMamy,
KOMIUIEKCAaMH 1 HepocTarkamMu. Eciu y peOEHka ecTh TBEPAAs yBEPEHHOCTh B CBOCH
CEeMbe, TO «TPYIIEI CMEPTID eMy He OyayT HHTCPECHBI.

Ecnu e cirydnnoch Tak, 4To peOeHOK OTJaIUICs OT Bac, CTall OTEPSIHHBIM, 3aM-
KHYTBIM, Hayajl OTKa3bIBaThCs OT €Il U HE CHAaTh IO HOYaM, HO IIPU ITOM HE XOUeT
00CyXIaTh C BAMU CBOIO JKM3Hb, TO BaM CTOHUT IPHCMOTPETHCS BHUMATEIbHEE K €T0
MIOBEJICHUIO.

Bac 10/:kHO HACTOPOKUTD:
®  [OSBICHME TIOPE30B M MIPAMOB HA Tele peOeHKa,;

° KEJIaHUEC TIOAPOCTKA AapUTh U pa3laBaTb CBOU BEIIU, B TOM YHCJIC U TC, YTO
0COOEHHO MMaMSITHBI JUISL HETO,

®  [0BE/ICHNUE PeOCHKA, TTOXOXKEE Ha MTOBECHUE TIEPE OThE30M (HarmpuMep, OH
HABOJIUT TIOPSIZIOK B KOMHATE, CIICIIUT 3aKOHYHTh KaKHe-TO Jie7a, BCTPETHTHCS C
POICTBEHHHKaMH, KOTOPBIX IaBHO HE BUAEI, Pa3aaTh JOJTH).

Kpowme Toro, o crarucruke, 80% MoapocTKOB, COBEPIIMBIINX CYUIIN 1, TOBOPHIN
POIUTENSAM O CBOEM HEXEIAHHUH KUTh, HO B3POCIbIC HE BOCIIPUHUMAIIH 9TH CIIOBA BCE-
pbe3. Tak uTo eciu pebeHOK BHE3AITHO U3MEHIUIT CBOE MOBE/ICHHE, TOIBITAWTECh BCIIOM-
HHTb,  3BYYAJIH JIK OT HETO PAaHbIIE YIPO3bI IOKOHYHUTE C COOOM.

Yo HykKHO AeJaTh POAUTEIAM?
1. IlonpoOyiiTe BbIBeCTH pedeHKka HA Pa3roBop

Kaxk y>xe ObUI0 CKa3aHO BBILIE, HA B KOEM CIy4yae HeJb3s IIMHOHUTD 32 peOCHKOM
U TallHO YMTaTh €ro JIMYHbIC COOOIIEHNS B COLHAIBHBIX CETSIX. 3aTO0 MOXKHO IOIIPO-
00BaTh BBIBECTH MOJPOCTKA HA PAa3rOBOP «OKOIBHBIMHY IMyTAMH: HOCMOTPETH (HUIbM
0 caMOyOMICTBE MM PaccKa3aTh O KHUIC HA 3Ty TEMY U [OTOM HPEUIOKHUTh PEOCHKY
TIOJICITUTECS. CBOUM MHEHHEM.

2. Beerna noiep:kuBaiite pa3roBop ¢ pedeHKoOM, 0 4eM ObI OH HH ObLT

Ecnu pebeHoK He X04eT rOBOPUTH C BAMH O CBOMX MPOOIEMax, HO XOUeT TOBOPHUTh
0 KaKoH-HUOY/b KOMIIBIOTEPHON HIpe WM O My3BIKE, TO TIONCPKUBANTE ITH Pasro-
Bopbl. Ecit BbI OyaeTe HCKPEHHE MHTEPECOBATHCS HKU3HBIO MOAPOCTKA, TO BaM OyieT
JIerye BEpHyTh €ro JOBEPHE.

3. [Ipuaymaiite pedeHKy 3aHATHE

Ecnu Bai cblH ui1u 104b IPOBOAAT B VIHTEpHETE CIIMIIKOM MHOIO BPEMEHH, 3a-
CBHIMAIOT C TeNIe)OHOM, CHAT B COIMANBHBIX CETSX BO BPEMsI 3aBTpaKa M y)KUHa, U, KaK
BaM Ka)KETCS, COBCEM BBINANAIOT U3 PEANbHOCTH, TO HE PyTaiiTe ero 3a 3T0, a MOMbITak-
Tech IIPUIYMaTh eMy AJIETEPHATUBHOE 3aHATHE: IPEIUIOKUTE BMECTE CXOJUTh Ha IPO0-
HBIH YPOK IO CKaJI0Na3aHUIO WK B TYPIIOXOJ, HA MacTeP-KJIacC MO YKPAIIEHHUIO TOPTOB
WM CO3JaHMIO MOJIETIeH — a BAPYT peOeHKa «3aTSHET» HOBOE YBICUCHHE CUIIBHEE, YEM
BHUpTYyasbHas peanbHoCcTh? Torna y Hero He OyJeT HE0OXOMMOCTH HCKATh €IMHOMBIILI-
JICHHHUKOB B COIIMAJIBHBIX CETAX.
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4. Yame o0enaiiTe BMecTe

IToxymaiite, a JaBHO JIM BBl COOMpPAINCh CEMbEH 3a OTHUM CTOJIOM WJIH XK€ KaX-
IbIi YXKUHAET B pasHOe BpeMs, Korja emy yaoOHo? B cembsx, rie NpHHATO BMECTE
NPUHAMATH THINY, IETH PeKe YyBCTBYIOT ce0s OMHOKHMH H, CIEIOBATENIBHO, PEXke
3alyMBIBAIOTCS O camoyOuiicTse. [l MOApOCTKa BayKHO OBITH YaCThIO YETr0-TO LEIOT0,
TaK IyCTh 3TUM LEJIbIM OYIeT 11 HErO CeMbsL.

5. He GoiiTech o0pamarbcesi K cnenquaincTam

Ecin Mexty BaMu 1 peOSHKOM HET JIOBEPUTENBHBIX OTHOIICHUH, a MEXIy TeM
MIePEUNCIICHHBIE BBINIC TPEBOXXHBIE CHTHAIIBI IIPUCYTCTBYIOT B IIOBEACHHUN IIO/IPOCTKA,
HEO0OXOMMMO OOpPAaTHTHCS K MCHUXOJOTY. DKCTPEHHYIO MOMOIIb BaM MOTYT OKa3aTh IO
nerckomy Teiedony nosepus 8 800 200-01-22. On GecrmaTHbIi U aHOHUMHBIH. [o-
3BOHHUTH TY/Ia MOXET KaK B3POCIBIH, TaK H peOEHOK, TI09TOMY MOACINTECH 3TOH HH(OP-
MalHei ¢ T09ephI0 UK CHIHOM. Y JIETCKOTO TenedoHa TOBEpHs €CTh CBOU CaiT — http://
telefon-doveria.ru. Eciin BaM TpyaHO roBOpHTH 0 mpodieme 1o TeaedoHy, To Ha caiTe
BBl MOYKETE N00OIIATHCS C IICHXOJIOTOM B Yarte.

Kyna odpamarscs?

Ecmu Bl oOHapykumu B VIHTepHETe TPYIIy WM CaiT, IPU3bIBAIOIINN K caMo-
yOuiicTBY, TO MOXeTe cooOumTh 00 3ToM B PockomMHam3op mo cceuike http://eais.rkn.
gov.ru/feedback/ u 3anonHuTh Bee nons B popme. [loxkanoBarsest MoxHO 1 B JIury 6e3-
omnacHoro MurepHera http://www.ligainternet.ru/hotline/

5.5. PoguTesbcKuii KOHTPOJIb

Pomurensckuit KOHTPOJIb — IPOTrpaMMHOE obecreueHme OJICKTPOHHBIX CPEACTB,
HUCIIOJIB3YEMBIX NE€TBMU U MOAPOCTKAMHU, HAIIPABIICHHBIX HA 3aIUTY UX BJIUSAHUA OT HE-
TaTUBHOT'O I/IHTepHeT — IIpOCTpaHCTBA. K coxanenuro B Poccun TNporpaMmbl pOAUTEIb-
CKOT'0 KOHTPOJIA HE IOITYYUIIM MaCCOBOIr'0 paClpoOCTpPaHCHUS. Bwmecte ¢ TEM, POAUTECIIb-
CKHH KOHTPOJIb NPEAOCTABIIACT 0O0JIBIIIOE KOJIMYECTBO TOJIE3HBIX BO3MOYKHOCTEH.

YTo MOKHO c/1e/1aTh ¢ IOMOIIbIO POIUTEIHCKOI0 KOHTPOJIsS?
1. YcTaHOBUTH BpeMEHHbIE HHTEPBAJIBI PAOOTHI KOMITBIOTEPA;

2. YIpaBiaTh pa3peleHHsIME Ha 3aITyCK 1 YCTAaHOBKY Pa3IMYHBIX IIPOTPAMM HITH
urp;

3. ®dopmuposars benblii cincok, YepHslil CrIMCOK;
4. Vicionp30BaTh 0€30MACHBIH MOUCK 10 3alPEIIEHHBIM CIIOBAM;

5. HpOCManI/IBaTB OKpaH KOMIIbIOTEpa pe6eHKa I10 CE€TH (yuaneHHaﬂ nepesarpys-
Ka M BBIKJIFOUCHHC,

6. KonTpons 3a nocemienuem pecypcoB MurepHera;
7. IlonyueHue oTueTa 0 MOCENIEHHbIX CTPAHULAX 110 AIEKTPOHHOM 1oYTe.

Ha cerofHsuHuii IeHb CyIIeCTBYeT OOJBIIOE KOINYECTBO BAPUAHTOB POUTEIb-
CKOro KOHTPOJISA. [Ipn BEIOOpE OHOTO M3 HUX HEOOXOAMMO OpaTHTh BHUMAHIE Ha He-
CKOJIBKO (haKTOPOB:

1. Kakne q)yHKHI/II/I POAUTEIIBCKOTO KOHTPOJIA BbI INIAHUPYETE UCIIOIB30BATh: MIPO-
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CTO OTpaHUYMUTL BPEMS U MOCCIICHUE CalToB C TIPOTUBO3aKOHHBIM U HEITUYHBIM KOH-
TEHTOM HJIN K€ XOTUTEC YCTAHOBUTH TOTAJIBHYIO CIICKKY.

2. Bospact pebeHka 1 ero HaBbIKM PabOThI C KOMIBIOTEPOM.

3. Kakoe mporpamMmHoe o0ecIiedeHne yxke yCTAHOBICHO Ha BallleM KOMITbIOTEpE
(OC, anTUBHpYC).

Crnoco0bl poAMTEIHCKOT0 KOHTPOJIS:
PonuTesibckuii KOHTPOIL cpeacTBAMU onepaloHHoll cucteMbl Windows

Pogurenbckuii KOHTPOIb — ynoOHAS GYHKIWSA T POAUTENEH, KOTOpas MOSBH-
nack B nocaenuux Bepeusx OC ot Microsoft.

Bunanensier [1K Ha 6a3¢ OC Windows UMEIOT BO3MOXHOCTh OCCILIATHO yCTAaHO-
BUTH M HCTIONB30BaTh Tporpammy Family Safety («Cemeitnas beomacHoCT») U3 make-
ta Windows Essentials. UtoObI caenars 310, JOCOYHO Hapy pa3 LICIKHYTh MBILIBIO Ha
caiite Microsoft. EcrecTBenno, 11 pabotsl motpedyrorest yuerHas 3amuck Microsoft,
a TakKe BEpCUs ONeparoHHoN cuctembl He HIbke Windows Vista. [Tocne ycraHOBKH
MPOrpaMMbl MOXKHO OyJeT BBIOpATh YUETHYIO 3allMCh M BBECTH [T HEE OrpaHHUEHHS.
EctecTBeHHO, ecii KOMIBIOTEPOM OZHOBPEMEHHO IOJB3YIOTCS HECKOJIBKO YENOBEK,
JUIS IETeH CeyeT co3/aBaTh OTACNbHbIC YUCTHBIE 3aIHCH.

KoHTponb yueTHbIX 3anuceii ¢ nomonipio «CemeiiHol 6e30macHoCT» OCyIecT-
BIISIETCS B 0c000if 30He caifta Microsoft, ryie mo3BoINTEIEHO 0YSHb THOKO HACTPanBaTh
BCE TUIIbI (PUIBTPALUI U OTPAHUYCHUIL. A TaKKe CUCTEMa BEET XKypPHaI aKTHBHOCTH,
Grarozaps 4eMy JIETKO y3HaTb, KOIZla PeOCHOK Cell 32 KOMIIBIOTEpP H CKOJBKO BPEMEHH
TIPOBEII 32 HUM.

JTa pyHKIHUs N03BOJIsAET:

®  OrpajuTh JIeTeil OT HEKEITATETHLHOTO COMEPIKIMOTO;

e  cjenarh Opay3sep Juist jeteil Oonee 6e30macHbIM;

®  HAJOXKHUTh 3aIPET HA 3aITyCK ONPEIEICHHBIX IPUIOKEHHH U UID;

®  OrpaHMYUTh BpeMms, poBoaumoe aetbmu 3a [1K.

PoxuTesbckuii KOHTPOJIBL B 6pay3epe

I1pu ucnonb30BaHUM ETHMU HHTEPHET Opay3epoB, POAUTENBCKHIT KOHTPOIb MO-
KET OBITh OCYIIECTBIIEH C IOMOII[BIO TaKUX Opay3epoB Kak:

— opay3sep Google Chrome nmeer (QyHKIHMS POAUTEIBLCKOTO KOHTPOJISI, KOTOpast
OCYIIECTBIISETCS Yepe3 yIpaBlIeHHe KOHTPOIMpyeMbIM npodunem. [Ipu ucrons3osa-
HHH TaKOTO POJUTEIHCKOTO KOHTPOMS B Opay3epe, BB CMOKETE PErylInpoBaTh MOBE/e-
Hue Baiero peGeHka B MHTEpHETE.

— perckmii 6paysep loryan — OecruiarHoe pacmmpenue st 6paysepa Mozilla
Firefox nnst pOAUTENbCKOTO KOHTPOIIS M OTpaHnueHns feteil B CeTn OT HexXemaTenbHo-
IO KOHTEHTa. MIMeeTcs KaTanor «0esbIx», pa3peliéHHbIX K IPOCMOTpY AE€ThbMHU CalTOB,
ocTasbHBIE OYIyT OIIOKMPOBATHCS IO YMOIYAHHUIO.

Poaurenbekuii KOHTPOJIb CpeICTBAMU AHTUBHPYCOB

HeKOTOpLIe AHTUBUPYCHI UMCIOT BO3MOXXHOCTH YCTAHOBKU OI'PaHUYCHUS NOCTyIIa
K OIIpEAEIICHHBIM caiitaM B I/IHTepHeTe.
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Popurenbckuii konTposn Kaspersky Internet Security — 970 koMnoHeHT 1po-
rpaMMBbl, MO3BOJISIONMN YCTAaHOBUTb /ISl KQKAOW YUYETHOW 3alMCH Ha KOMIIbIOTEpE
OIpaHMYEHUs] JIOCTYIa MCIIONB30BAHUS KOMIIbIOTEpa U uHTEepHeTa. C ero noMouibro
MOKHO KOHTPOJIMPOBATh: 3allyCK Pa3IU4YHBIX IIPOIPaMM; UCHOJIb30BAHUE MHTEPHETA
(orpaHUYeHNE UCTIONB30BAHUE HHTEPHETA 10 BPEMEHH); TIOCEIIeHHE BeO-CaliToB B 3a-
BHCHMOCTH OT HX COJIEPKHMOT0; 3arpy3Ky (paiiioB U3 MHTEPHETA B 3aBUCUMOCTH OT UX
KaTeropuy; IEPeucKy ¢ OIPECICHHBIME KOHTAKTaMU B COLIUAIIBHBIX CETSX.

Monyiab poauTeabCKOro KOHTPos «/lokTop Be6» momoraer orpaHU4UTh J10-
CTYII MOJIb30BaTeICH KOMITBIOTEPA K OIPE/ICIICHHBIM caiiTaM B ceTh VIHTEepHET, JToKalTb-
HBIM (haiiiaM WM TarmKam, pecypcam JIOKAIbHOW CeTr. AJIMHHECTPATOp KOMITBIOTEpa
MOXET CaM 3aJaTh CIHCOK 3alPEIleHHBIX CATOB MIIM BOCIIONB30BATHCS MOCTOSHHO
OOHOBJISIEMBIMH TEMAaTHYCCKIUMHE CIUCKAMHU, TIPEIOCTABIIEMbIMU KoMIaHuei «J{okrop
Beo».

Poaurenbekuii KOHTPOJIbL HA YPOBHE NPOBaiigepa

Hexotopsie npoBaiifiepsl, npeaocTapisiomue 10cTyn B MHTepHET, OKa3bIBalOT
JIOTIOJTHUTENBHBIE YCIYTH T10 3alMTe OT 3alpell€HHOr0 KOHTEHTA. YCIyra, Kak Ipa-
BIUJIO, IuIaTHas. [lojkirodaercs B IMYHOM KaOMHETE WM NPH 00paIlieHH: K orepaTopy
CBSI3ML.

Poaurennckuii kouTpoab Ha Wi-Fi poyrepe

[pu nmonxmrouennn k MuTepHery depes Wi-Fi poyTep MOXXHO BOCHOIB30BaTh-
cst BeTpoeHHoi B Hero dynkuuei Parental Control (Pomurtensckuit koHTpous). Takas
(yHKIHS ecTb He Ha BCEX pOyTepax.

Hacrpoiika poanuTenseKoro KOHTPOJS MPEROCTABISAET BO3MOKHOCTH CO3IABaTh
npaBmiIa JOCTyIa K caiiTam Juls KaXJ0ro KOMIIBIOTEpa Wi MOOMIILHOTO YCTpOMCTBa,
KOTOpOE MOJKITIOYaeTcsl depe3 TOUKy JocTyma (ycTpolctBa pacrosnarorcs mo MAC
azpecy). MOXXHO Tak e 3alpeTuTh JOCTYM K ONMpEeNEHHbIM CaiiTaM, WK Pa3perinTh
TOJIbKO K HEKOTOPBIM JUISl BCEX YCTPOIICTB, KOTOpBIE PabOTAIOT Yepe3 OJUH U TOT XKe
poyTep.

CrnennajibHbIe IPOrPAMMBI 111 POANTEIHCKOI0 KOHTPOJIs

CrienipiaibHEIC TIPOTPAMMBI IS POUTENIBCKOTO KOHTPOJIST 001aatoT psaoM Hpe-
HMYIIECTB Mepe]] OCTANBHBIMU CIOCO0aMH, TaK KaK MPEJOCTABIAIOT OONbIINNA 00beM
BO3MOKHOCTEH:

®  aHaIM3 COJEP)KIMOTO CTPAHMII Ha IIPUCYTCTBHE 3aIPEIIECHHEIX CIIOB;

®  (IOKMpOBaHME AOCTYyMA K caiiTaM u3 «YepHOro» CIIHCKa;

®  OrpaHMYCHHE UCNONB30BaHUA IHTEepHETA 110 BpeMEHH;

®  IIPOCMOTp JKpaHa KOMITbIOTepa peOeHKa Mo ceT (ynaieHHas mepesarpyska

1 BBIKJTFOUCHHE);

e  pexuM «be3omnacHblil TOUCK» B IIOUCKOBBIX CHCTEMAX;
3aIHICh aPEecOB MOCEIIEHHBIX CAiTOB B (halliI-KypHAI,

OTCBUIKA OTYETA O MOCEMIEHHBIX CTPAHUIIAX TT0 AMEKTPOHHOH 1OoUTe;
aBTOMaTHYECKasl ICaKTUBALIUS IIPOrPaMMBI JUIS IMUHUCTPATOPOB IPOIPAMMBI;
crienUaIbHbIe (PYHKIUH JUIS pabOTEI ¢ MPOTPaMMOH depes3 JIOKAIBHYIO CeTh;
KOHTPOJIb 3aITyCKa UTp.
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IIpumeps! nporpamm:
Crawler Parental Control 1.1
KidsControl 2.02
ParentalControl Bar 5.22
KubepMama
KinderGate
Onunlloma
Kubepllenzop
Poautenbekuii KOHTPOJIL HA cMapTdoOHAX

YCTaHOBUTH POAUTEIBCKHI KOHTPOJIb HA MOOMIBHOM yCTpoiicTBe Barero pedeH-
Ka JIOCTaTOYHO IIPOCTO — MOKHO BOCIIONB30BATHCS CIIEIHAILHON MPOrpaMMoi (HanpH-
Mmep, Safe Lagoon) nny moakIIOUUTh Y MOOMIEHOTO ONEPaTopa CHEHAIBHYIO YCIyTy
«erckuit uTepHeT».

[TomuuTE, 9TO HU OJMH U3 HEPEUHCICHHBIX C10co00B He rapanTupyer 100% 3a-
IIMIIEHHOCTH Barero pebenka ot onacuocteil coBpemennoro Murepuera. Baxno npu-
JIO)KUTD YCHIIHS K TOMY, YTOOBI JIETH B CHJTy BOCITUTAHNS CAMH HE CTPEMUIIHCE K TIONCKY
3aMpeIeHHOTr0 KOHTEHTA, 3HAJIN O BO3MOXKHBIX MOCIIECTBHAX BCEX CBOHMX NCHCTBHUIA B
Wurepuere.

CoBeTbl 110 yNIpaBJIeHHIO 0€30M1aCHOCTDIO JeTeil npu padore ¢ MuTepHeTom:

e CrapaiiTech aep:kaTh KOMITBIOTEPHI C MOAKIIOUEHHEM K FIHTepHETY B 001X
KOMHATaX, B KOTOPBIX MOXKHO JIETKO OCYIIECTBIATH BH3yalbHbIH KOHTPOIb Hal
TeM, 4TO JeaeT Bam pebeHok B MIHTepHeTe.

e (Cozpmaiite npu ydacTHd JeTedl CBOJ JOMAIIHUX IPaBWJI I10Jb30BAHUS
HnTepreToM U TpedyiTe ero HeyKOCHUTEIEHOTO COOMIOICHHUSL.

e [lpuyunTte nereit nocemars TONBKO T€ CaThbl, KOTOPHIC BBl PA3PELLIMIIH.

e  lcmonb3yiiTe cpeacTBa OMIOKMPOBAHMS HEKEIATENLHOTO MaTepraa Kak J1o-
MOJTHEHNE, HO HE 3aMEHY K POAUTENBCKOMY KOHTPOIIIO.

e Co3naiiTe cCeMEeHHBIH HEKTPOHHBIH SIIHK, HA KOTOPBIH OyIeT IPUXOANTH BCS
BAIlIa HIEKTPOHHAS TI0YTA, BMECTO TOTO YTOOBI TO3BOMSTE AETSIM HMETh COOCTBEH-
HbIE ajipeca.

e  Hayuure jieTeil COBETOBAThCS C BAMHU IIepe]l PACKPHITHEM HH(MOPMALIHH de-
Pe3 AMEKTPOHHYIO TIOUTY, YaThl, JOCKH 00BSBICHUH, PErHCTPALIHOHHbBIE (OPMBI 1
JIMYHBIE TIPOQIITH.

e  MaeHbKHe JICTSAM HE CIELYET IMOJb30BAThCS YaTaMd — CIHIIKOM BEIHKa
onacHOCTb. TobKo KOr/a Bail peOeHOK MOAPACTET, MOXKHO Pa3peIluTh 00IIaThes
TaM, IJie €CTh KOHTPOJb HAJ[ COOOMICHUSMH (WM, TOBOPSI KOMITBIOTEPHBIM SI3bI-
KOM, «MOJIEPALIUS»).

e  Hayuwure seteil He 3arpyarh MporpaMMbl, My3bIKy WiIn (ailsiel 6e3 Barero
Ppa3pernIeHHs.
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e  becenyiiTe ¢ 1eTbMu 00 UX Jpy3bsix B IHTEpHETE U O TOM, YeM OHH 3aHUMa-
I0TCSI TAK, KaK ecii Obl pevb [LTa O JAPY3bSIX B PEaTbHON KU3HU.

e  [Ipuyuure nereit coodmars BaM, ecii 4To-1ub0 Win Kro-11do B Cetn Tpe-
BOXKUT WM yrpoxkaeT uM. OcTaBaiiTech CIIOKOMHBIMU M HAIIOMHHUTE JIETSAM, 4TO
OHHM B 0e30IacHOCTH, €CIIH pacckasainn BaM. [loxBanmTe MxX u moOysxiaiite mo-
JIONTH €11Ie pa3, eClU Cilyyail TIOBTOPHUTCS.

e  Ecim, HeCMOTpS Ha BCEe MEpHI NIPETOCTOPOKHOCTH, BAIN JETH MTO3HAKOMH-
JMCh B MHTEPHETE CO 3JI0YMBIIUICHHUKOM, HE BUHUTE HX. Bes momHoTa oTBET-
CTBEHHOCTH BCEIJ[a JIOKHUT Ha IpaBoHapymuTene. [IpeanpiuMuTe pernmreabHble
NeifCTBHS IS IPEKPAICHNS JaTbHEHIINX KOHTAKTOB PEOCHKA C ITHM JIHIIOM.
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OCHOBHBIE NMPABWJIA BE3OMACHOI0

MOBEEHWA B CETH «MHTEPHETH

1. Ilpunoikure MAKCHMYM YCHIIHIl K 3amuTe Bamnx TexXHHYeCKHX YCTPOiicTB:

®  perymspHO OOHOBISITE ONEPAHOHHYIO CHCTEMY;

®  JHCIOJB3YHTE JUICH3NOHHYIO aHTUBHPYCHYIO IPOrPaMMY;

e  mpuwmensiite daiiepsor;

e Cco37aBaiiTe pe3epBHbIC KOIHH BAXKHEIX (ailioB;

®  HCNOJNB3YHTE HAJEKHBIE TTAPOIIH;

e  IIEPHONMYECKH MEHSHTE MAapONIM Ha caMbIX BaXHEIX JUIs Bac caifrax;

®  CKauMBaiiTe IPOrPaMMBI TOIBKO C O(QHIHATBHEIX HCTOYHIKOB;

e  HE IIOCCLIANTE 0I03PUTEIIbHBIC CAUTBI;

e  3aKpHIBAliTe COMHUTEIBHEIE BCILTBIBAIONINE OKHA,

e  He HAXMMalTe Ha KpacHBble OaHHEPBI M PEKITaMHEIE OJIOKH Ha calfTax, KaKHMH
OBl PUBIIEKATEIHHEIMY 1 3aMAaHUMBBIMH OHH He OBUTH.

2. Ilpu pabore ¢ 3J1eKTPOHHOIi MOYTOIH:

®  HUKOIZA HE OTKPHIBANTE MOJ03PUTENbHBIE COOOIIEHNS HITH BIOKEHHUS JEKTPOH-
HOM IOYTHI, IOJYyYEHHbIE OT HE3HAKOMBIX JItofei. BmecTo 3T0r0 cpasy ynamure ux,
BBIOpaB KOMaH/y B MEHIO COOOIICHUH.

e  HUKOIZa HE OTBEUAHTE Ha CraM;

®  HHUKOIZA HE IepechUIaiiTe «IuchMa cyacThsy U APyroi mopoOHblil cram. Bmecto
3TOTO Cpasy yJalsiiTe Takue MIChbMa.

3. 3amure camux ceds:

e  He BBOJUTE JIMYHYIO M KOH(QHACHINATIbHYI0 HHYOPMALHIO Ha HEIPOBEPEHHBIX H
TIOJI03PUTEIBHBIX CalTax;

e  BHHUMATEJIBHO OTHOCUTECH K cobecenHuKaM B MHTepHeTe, coolliaiiTe BaKHYIO
MH(OPMALHIO TOIBKO TIPOBEPEHHBIM JTIOMISIM;

e  1ipu paboTe 3a KOMIIBIOTEPOM, K KOTOPOMY MMEIOT TOCTYTI IpYTHe JIOMH, HE CO-
XpaHsiiTe mapoiu B opaysepe.

4. CodumonaiiTe npaBuiia:

e  [IOMHHTE, 4TO B BUPTYaJIbHOM IIPOCTPAHCTBE OTBETCTBEHHOCTh HACTYIAET 110 pe-
aJIbHBIM 3aKOHAM;

®  YBUKUTEIBHO M J0OPOCOBECTHO OTHOCHTECH K JPYTHM IONB30BATENAM CETH
«MHTepHET.
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SMECb BAM MOMOrYT!

ITo Bompocam B cepe nepcoHATBHBIX TAHHBIX
Denepanbuas c1y:x0a o Haa3opy B cepe cBA3H, HHPOPMALHOHHBIX TEXHO-
JIOTHil U MaccoBbIX KoMMyHuKauuii (PockomHuanzop):

CripaBoYHO-NH(OPMALIOHHBIN LEHTP:
8 (495) 983-33-93 (mH-ut 9:00-18:00, T 9.00-16:45)
‘Ynpasienne PockoMHanzopa no YibsiHoBcKoi 001acTH

Otpen 1o 3anmre mpaB cyObEKTOB MEPCOHATBHBIX TAHHBIX, Haa30pa B cdepe Mac-
COBBIX KOMMYHHKAIIHH 1 HHPOPMAIMOHHBIX TEXHOIOTUH:
8(8422) 21-42-07
E-mail:rsockanc73@rkn.gov.ru
Ilo 06paH.[eHI/IHM, OTHOCHUTCIIBHO JACATCIIBHOCTU MOIICHHUYCCKUX HHTEP-
HET-PECYPCOB, CO3aHMUs UCTIOIB30BAHKS M PACTIPOCTPAHEHHUS BPEJOHOCHOTO TIPO-
IpaMMHOTO 00ecrieyeHus], HENpaBoMEpPHOro J0CTyNa K KOMIBIOTEPHOH HH]OP-
MaliH, XUIIEHUSAM, COBEPIICHHBIM C MCIIONb30BAHUEM MOIENBHBIX OaHKOBCKHX
KapT, 2MEKTPOHHBIX UIATEKHBIX CHCTEM M CHCTEM IMCTAHIOOHOTO OAaHKOBCKOTO
00CITyKHBaHHSA
YMB/JI Poccuu o YabsiHoBcKo# 00JacTH
8(8422) 42-29-60, 67-88-00432071,
I. YibsiHOBCK, yi. K. Mapkca, 31/108
(8422) 67-88-88 — «ropsiuasi TMHUS»
https://73 . MBI.pD

Oo0mecrBennas npuemuasg MBI P®
Boi0parb nyskT «Ynpasiaeaue K MBI Poccum»

https://mvd.ru/request main

Hndopmauus 15 nposegeHnsi ypokos 0e3011acHOIO
HHuTepHeTa B mKOIAX
JIura Ge3onacHOro HHTEpHeTa

http://www.ligainternet.ru/encyclopedia-of-security/parents-and-teachers/parents-
and-teachers-detail.php?ID=3652
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bpomrtopa «Mudopmannonnas 6e3onacHocTs B cetn «HTEpHET»

IIpoexT peannsyercs 3a CYET CPE/ICTB, BHIIEICHHBIX 10 PE3yJIbTaTaM KOHKYPCHOTO 0TOOpa COLMAIBbHO
OpPUEHTHPOBAHHBIX HEKOMMEPUECKIX OPraHH3ALMi UL PEOCTaBNCHNs CyOCHanil 13 O10/KeTa
MYHHIHUIIAIBHOT0 00pa3oBanust «I'opox YIbsSHOBCK»

Bporiops! u31aHb! JUIst GECIUIATHOTO PACIPOCTPAHEHNSL.

© VibstHOBCKOE pernoHanbHoe ot/eenne Oduepoccuifckoii 001mecTBeHHOM OpraHu3aLiy
«Accoumarms opuctos Poccumy, 2017

Msrotosnero B OAO «/Inmutposrpackas tunorpadus», 433504, Pocenst, YibsHoBckas 06:1acTb,
r. Jlumutposrpaz, yi. lOur Ceseproro ®unora, 107.
O6wem: 36 ctp. ITeuats odeernast. Tupax: 7000 sx3emmsapos. 3aka3 Nel730. IToxmucano B mevats 6.07.2016
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